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Situation

Operating disruptions can occur with or without warning, and the results may be predictable or unknown. Because companies play a crucial role in their customer’s lives, it is important their business operations are resilient and the effects of disruptions in service are minimized in order to maintain public trust and confidence.  Effective business continuity planning establishes the basis for companies to maintain and recover business processes when operations have been disrupted unexpectedly. 

Business continuity planning is the process whereby companies like the [Company] ensure the maintenance or recovery of operations, including services to customers, when confronted with adverse events such as natural disasters, technological failures, human error, or terrorism.  The objectives of a business continuity plan (BCP) are to minimize financial loss to the institution; continue to serve customers and financial market participants; and mitigate the negative effects disruptions can have on an institution's strategic plans, reputation, operations, liquidity, credit quality, market position, and ability to remain in compliance with applicable laws and regulations.  Changing business processes (internally to the company and externally among related services companies) and new threat scenarios require companies to maintain updated and viable BCPs. 

Expansion and consolidation of systems, including telecommunication and data, have created a dependency on system availability.  Without the availability of the systems, companies like the [Company] can become paralyzed.  Disaster and contingency planning refers to interim measures to recover IT services following an emergency or system disruption.  Interim measures may include the relocation of IT systems and operations to an alternate site, the recovery of IT functions using alternate equipment, or the performance of IT functions using manual methods.   

IT systems are vulnerable to a variety of disruptions, ranging from mild (e.g., short-term power outage, disk drive failure) to severe (e.g., equipment destruction, fire) from a variety of sources such as natural disasters to terrorists actions.  While much vulnerability may be minimized or eliminated through technical, management, or operational solutions as part of the organization’s risk management effort, it is virtually impossible to completely eliminate all risks. In many cases, critical resources may reside outside the organization’s control (such as electric power or telecommunications), and the organization may be unable to ensure their availability.  Thus effective contingency planning, execution, and testing are essential to mitigate the risk of system and service unavailability.  Accordingly, in order for contingency planning to be successful company management must ensure the following: 

1. Understand the IT contingency planning process and its place within the overall Continuity of Operations Plan and Business Continuity Plan process. 

2. Develop or reexamine their contingency policy and planning process and apply the elements of the planning cycle, including preliminary planning, business impact analysis, alternate site selection, and recovery strategies. 

3. Develop or reexamine their IT contingency planning policies and plans with emphasis on maintenance, training, and exercising the contingency plan. 

This assessment addresses specific BCP and ORP recommendations for seven IT platforms and provides strategies and techniques common to all systems. 

· Desktops and portable systems 

· Servers  

· Web sites  

· Local area networks 

· Wide area networks 
· Distributed systems 
· Telecom systems.  
Strategy
The assessment and recommendations defines the following seven-step contingency process that a company may apply to develop and maintain a viable contingency planning program for their IT systems.  These seven progressive steps are designed to be integrated into each stage of the system development life cycle.   

1. Develop the contingency planning policy statement.  A formal department or company policy provides the authority and guidance necessary to develop an effective contingency plan. 

2. Conduct the business impact analysis (BIA).  The BIA helps to identify and prioritize critical IT systems and components.  A template for developing the BIA is also provided to assist the user. 

3. Identify preventive controls.  Measures taken to reduce the effects of system disruptions can increase system availability and reduce contingency life cycle costs. 

4. Develop recovery strategies.  Thorough recovery strategies ensure that the system may be recovered quickly and effectively following a disruption. 

5. Develop a technical contingency plan.  The contingency plan should contain detailed guidance and procedures for restoring a damaged system. 

6. Plan testing, training, and exercises.  Testing the plan identifies planning gaps, whereas training prepares recovery personnel for plan activation; both activities improve plan effectiveness and overall company preparedness. 

7. Plan maintenance.  The plan should be a living document that is updated regularly to remain current with system enhancements. 

The final document presents a sample format for developing an IT contingency plan.  The format defines three phases that govern the actions to be taken following a system disruption.  The Notification/Activation Phase describes the process of notifying recovery personnel and performing a damage assessment.  The Recovery Phase discusses a suggested course of action for recovery teams and personnel to restore IT operations at an alternate site or using contingency capabilities.  The final phase, Reconstitution, outlines actions that can be taken to return the system to normal operating conditions.   

TYPES OF PLANS 
IT contingency planning represents a broad scope of activities designed to sustain and recover critical IT services following an emergency.  IT contingency planning fits into a much broader emergency preparedness environment that includes organizational and business process continuity and recovery planning.  Ultimately, an organization would use a suite of plans to properly prepare response, recovery, and continuity activities for disruptions affecting the organization’s IT systems, business processes, and the facility.  Because there is an inherent relationship between an IT system and the business process it supports, there should be coordination between each plan during development and updates to ensure that recovery strategies and supporting resources neither negate each other nor duplicate efforts.   

In general, universally accepted definitions for IT contingency planning and these related planning areas have not been available.  Occasionally, this unavailability has led to confusion regarding the actual scope and purpose of various types of plans.  To provide a common basis of understanding regarding IT contingency planning, this section identifies several other types of plans and describes their purpose and scope relative to IT contingency planning.  Because of the lack of standard definitions for these types of plans, in some cases, the scope of actual plans developed by organizations may vary from the descriptions below.  However, when these plans are discussed in this document, the following descriptions apply. 

Business Continuity Plan (BCP).  The BCP focuses on sustaining an organization’s business functions during and after a disruption.  An example of a business function may be an organization’s payroll process or consumer information process.  A BCP may be written for a specific business process or may address all key business processes.  IT systems are considered in the BCP in terms of their support to the business processes.  In some cases, the BCP may not address long-term recovery of processes and return to normal operations, solely covering interim business continuity requirements.  A disaster recovery plan, business resumption plan, and occupant emergency plan may be appended to the BCP.  Responsibilities and priorities set in the BCP should be coordinated with those in the Continuity of Operations Plan (COOP) to eliminate possible conflicts.  

Business Recovery Plan (BRP), also Business Resumption Plan.  The BRP addresses the restoration of business processes after an emergency, but unlike the BCP, lacks procedures to ensure continuity of critical processes throughout an emergency or disruption.  Development of the BRP should be coordinated with the disaster recovery plan and BCP.  The BRP may be appended to the BCP. 

Continuity of Operations Plan (COOP).  The COOP focuses on restoring an organization’s (usually a headquarters element) essential functions at an alternate site and performing those functions for up to 30 days before returning to normal operations.  Because a COOP addresses headquarters-level issues, it is developed and executed independently from the BCP.  
 Standard elements of a COOP include Delegation of Authority statements, Orders of Succession, and Vital Records and Databases.  Because the COOP emphasizes the recovery of an organization’s operational capability at an alternate site, the plan does not necessarily include IT operations.  In addition, minor disruptions that do not require relocation to an alternate site are typically not addressed.  However, COOP may include the BCP, BRP, and disaster recovery plan as appendices.  

Continuity of Support Plan/IT Contingency Plan (Recovery Strategy).  A Recovery Strategy requires the development and maintenance of continuity of support plans for general support systems and contingency plans for major applications.  This planning guide considers continuity of support planning to be synonymous with IT contingency planning.  Because an IT contingency plan should be developed for each major application and general support system, multiple contingency plans may be maintained within the organization’s BCP.   

Crisis Communications Plan. Organizations should prepare their internal and external communications procedures prior to a disaster.  A crisis communications plan is often developed by the organization responsible for public outreach.  The crisis communication plan procedures should be coordinated with all other plans to ensure that only approved statements are released to the public.  Plan procedures should be included as an appendix to the BCP.  The communications plan typically designates specific individuals as the only authority for answering questions from the public regarding disaster response.  It may also include procedures for disseminating status reports to personnel and to the public.  Templates for press releases are included in the plan.  Appendix D provides further discussion of issues included in the crisis communications plan and informational resources.  

Cyber Incident Response Plan.  The Cyber Incident Response Plan establishes procedures to address cyber attacks against an organization’s IT system(s).  These procedures are designed to enable security personnel to identify, mitigate, and recover from malicious computer incidents, such as unauthorized access to a system or data, denial of service, or unauthorized changes to system hardware, software, or data (e.g., malicious logic, such as a virus, worm, or Trojan horse).  This plan may be included among the appendices of the BCP.   

Disaster Recovery Plan (DRP).  As suggested by its name, the DRP applies to major, usually catastrophic, events that deny access to the normal facility for an extended period.  Frequently, DRP refers to an IT-focused plan designed to restore operability of the target system, application, or computer facility at an alternate site after an emergency.  The DRP scope may overlap that of an IT contingency plan; however, the DRP is narrower in scope and does not address minor disruptions that do not require relocation.  Dependent on the organization’s needs, several DRPs may be appended to the BCP.  

Occupant Emergency Plan (OEP).  The OEP provides the response procedures for occupants of a facility in the event of a situation posing a potential threat to the health and safety of personnel, the environment, or property.  Such events would include a fire, hurricane, criminal attack, or a medical emergency.  OEPs are developed at the facility level, specific to the geographic location and structural design of the building.  Aspects of planning for personnel safety and evacuation are discussed in Appendix D. 

Table 2-1 summarizes the types of plans discussed above. 

Table 2-1  Types of Contingency-Related Plans 
	Plan 
	Purpose 
	Scope 

	Business Continuity Plan (BCP)  
	Provide procedures for sustaining essential business operations while recovering from a significant disruption 
	Addresses business processes; IT addressed based only on its support for business process  

	Business Recovery (or Resumption) Plan (BRP) 
	Provide procedures for recovering business operations immediately following a disaster 
	Addresses business processes; not IT-focused; IT addressed based only on its support for business process 

	Continuity of Operations Plan (COOP)  
	Provide procedures and capabilities to sustain an organization’s essential, strategic functions at an alternate site for up to 30 days 
	Addresses the subset of an organization’s missions that are deemed most critical; usually written at headquarters level; not IT-focused 

	Continuity of Support Plan/IT Contingency Plan  
	Provide procedures and capabilities for recovering a major application or general support system 
	Same as IT contingency plan; addresses IT system disruptions; not business process focused 

	Crisis Communications Plan 
	Provides procedures for disseminating status reports to personnel and the public 
	Addresses communications with personnel and the public; not IT focused 

	Cyber Incident Response Plan 
	Provide strategies to detect, respond to, and limit consequences of malicious cyber incident 
	Focuses on information security responses to incidents affecting systems and/or networks  

	Disaster Recovery Plan (DRP) 
	Provide detailed procedures to facilitate recovery of capabilities at an alternate site  
	Often IT-focused; limited to major disruptions with long-term effects 

	Occupant Emergency Plan (OEP) 
	Provide coordinated procedures for minimizing loss of life or injury and protecting property damage in response to a physical threat 
	Focuses on personnel and property particular to the specific facility; not business process or IT system functionality based  


Financial Impact of an Outage
Expecting the Financial Unexpected - [Company] has a team of highly skilled resources that support a technology based health system that will be technology dependent in the next two years.  As [Company] moves forward with electronic files and advances in the deployment of electronic medical records, the threat of financial loss becomes higher.

The purpose of the financial review is to provide a tool for key players associated with recovery to make critical decisions based on the potential dollar threat to an application being offline or not available.  The next step is to take the potential risks to an application and provide a roadmap for determining the impact to the application or the environment.

The financial review takes the business units needs and applies known technologies and processes to the environment.  The result is a determining factor rating that creates tolerances in applications and systems.  The financial review creates tolerances to time to dollar ratios.  A fifteen-minute outage that has a financial impact of $1,000 may be palatable.  The same fifteen-minute within [Company] at a cost of $112,500 needs to be managed.

The objective of the review is to get the business units and IT tolerances in balance.  Taking the guessing game out of the equation that often exists in the IT world.  Allowing the key players the foresight of planning for or limiting exposure to outages by building strong plans in and around the IT application.

[Company] actually has a cost per hour of $450,000, lower than the national average and well below the industry standard.  Following is the data used in the financial review within the GAP analysis.
Cost of Down Time

Each industry has factors that impact the cost of downtime.  Most common elements used in establishing a cost of downtime include:

· Loss in revenues

· Loss in productivity

· Cost of non-productive salaries

· Loss of goods sold or manufactured

Contingency Planning & Management magazine provided a detailed cost of downtime by industry.  The summary is as follows:
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The health care industry has an average cost of downtime of $600,000 per hour.  [Company] has a potential cost of nearly $450,000.  The $450,000 calculation takes into consideration the cost of facilities or non-billable resources.  The loss of revenue is derived from the following:

· $10,000,000 of billable services each week

· 488 service providers (441 FTE equivalent)

· Assume a 40-hour workweek 

The calculation is basic but very accurate in determining billable services.  If you take the 441 FTE positions and apply the 40-hour week, you have 17,640 billable hours in a week.  Divide the potential billable revenue, $10,000,000 by the 17,640 hours ($566.90 per billable hour).

Apply the $566.90 per hour times the 441 FTE’s for a loss per billable hour of $250,000.

In addition to the loss of billable revenue, [Company] will continue to experience the cost of doing business.  For the basis of this analysis, we assumed [Company] incurred an 80 percent of billable revenue as expense or roughly $8,000,000 a week of fixed cost.  [Company] will need to review the actual calculation. At the time of this report, [Company] was not able to supply the actual cost.

Adding in the cost of operations, [Company] would incur an hourly operation loss of $200,000, estimated by dividing the $8,000,000 by a forty-hour week.

Total loss per hour is $450,000.

Outage estimates for common issues would be:
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The GAP Assessment
This document is the result of a Business Continuity Plan (BCP) review.  Through the process of evaluating a BCP,  we will assess the Continuity of Support (COS), the Continuity of Operations Plan (COOP), the Occupants Emergency Plan (OEP) and the Disaster Recovery Plan (DRP).  The assessment will identify the strengths and weaknesses (gaps).  The review was used in conjunction with policies and guidelines set forth by the Steering Committee and IT operating procedures.  This document provides guidance on:

· Why and when to conduct reviews

· How Beacon conducts reviews

· Criteria for the review of 
· Review outcomes and recommendations
· Implementation plans
Prior to implementing any strategy for operational recovery of information systems, the basic requirements must be defined based on the needs of the business functions.  While information technology is an indispensable tool that supports the medical providers in performing its day-to-day business function in a cost effective and efficient manner, it is important to bear in mind that the criticality of technology is only due to its support of the business functions that actually implement the programs.  Therefore, linkage between the businesses needs of the technology and the rationale for operational recovery must be clear.  [Company] needs to take a hard look at not only solidifying the plan, but also an active effort to communicate to all of [Company].

Background

For many service providers, operations would effectively cease if the business functions supported by key computer or telephone systems were inaccessible for an unacceptable period of time.  In some cases, public health and safety would immediately be jeopardized by the failure of or inaccessibility to a critical computer application.  

Each department or facility that employs information technology must establish risk management and operational recovery planning processes for identifying, assessing, and responding to the risks associated with its information assets.  To adequately address requirements for information systems recovery, plans for such recovery must be developed as a part of an organization-wide Business Continuity Planning effort.

Since 1996, there has been Federal legislature mandated like HIPAA and Sarbanes-Oxley that have provided roadmaps of acceptable practices in disaster recovery planning, data backup planning, and an emergency mode of operation plan with respect to information technology to be compliant (acceptable).  Today the combination of these plans is commonly referred to as a Disaster Recovery Plan (DRP).

It is important to note that the DRP addresses one key element of organization-wide Business Continuity Planning, but it should not be viewed as stand-alone insurance that the technology department is capable of restoring its entire operations following an outage.  It is critical that each area of responsibility (application development, technical support, help desk) address its broader needs for organizational continuity in addition to, and in concert with, its needs for IT recovery planning.

It is recommended that a Security Manager type individual or an employee of administration review the DRP each quarter from the technology teams to assess compliance with meeting the basic requirements set forth in the recommendations and recommended [Company] policies.  The review should include:

· Backup tapes

· Tape rotation 

· Vendor access

· New or changed hardware

· Restoration media and new patches

· Operational recovery plan

· Physical access

· Incident management

· Security policy enforcement

· Training and awareness programs

· Business unit understanding
· Change management process
Reviewing Disaster Recovery Plans
How Beacon Conducts a Review - 
The reviewer looked to see that all of the topical areas have been addressed appropriately, assesses compliance to each criteria category as either acceptable, acceptable but needs improvement, or unacceptable, and supply review notes.  Once the review is complete, the reviewer provides an overall evaluation of the DRP as it relates to the criteria.  
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Criteria for Reviews - 
Each plan will be evaluated according to 10 key criteria.  These criteria address the primary elements that are typically present in successful, well-structured IT recovery plans.  For each criterion, the issue is defined, key elements are described, and metrics are suggested for use in evaluations.  The criteria are organized into a 3-tier hierarchy of Required, Recommended, and Ideal practices.  These criteria are being phased in over a three-year period.

The review will continue to assess the Business Continuity Plan, the Continuity of Operations and the Occupancy Emergency Plan.
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Required Practices are mandatory for all DRP’s submitted to be compliant. These practices are critical for any kind of recovery effort to succeed and are required for all mission critical applications and the technology that supports them.  An assessment of “unacceptable” for any of these criteria requires immediate correction by the submitting department.  

These criteria include:  IT Priorities, Strategy, Retention, Recovery Procedures, Responsibility, and Testing.

Recommended Practices reflect elements which should be present in a good plan, but are not mandatory.  These elements help strengthen an plan, but without them the plan’s success is not necessarily doomed.  An assessment of “unacceptable” for any of these criteria will result in a recommendation for improvement prior to the next annual submission of the [Company] plan.  These criteria include: Resources, Maintenance, and Coordination.  

Ideal Practices reflect the preferred methods for plan development as part of an [Company]-wide Business Continuity Program.  These are ideal, best-of-class elements, which help ensure the success of a plan.  Plans, which incorporate these elements, should be held up as examples for others.  While this category will be evaluated, such feedback is intended for guidance only. Plan development ideal practices are addressed as Business Priorities.

Required Practices - IT Priorities An effective plan will include evidence that the plan was developed with a clear understanding of [Company] business priorities and needs.  Before a plan can be developed, [Company] must establish relative priorities for the IT applications on which [Company] relies.  These priorities should identify which applications are critical to [Company] business objectives, and which applications are not mission critical.  A key to the development of these priorities is the establishment of Maximum Acceptable Outages (MAO’s) for all applications.  

The MAO should identify the point in time following an outage at which the application must be restored, either partially or in whole.  It should be noted that the timing for recovery might not be directly related to the importance of the application itself.  In some cases, applications, which are critical to the long-term success of [Company], may not be required immediately following an outage.  Both the priorities and the MAO’s are business decisions and must be made by the business managers of [Company].

Application MAO’s must be clearly linked to [Company] business priorities.  An ideal linkage will describe the MAO for each business unit, which relies on the given application, and will describe the extent to which the application must be available for that unit to carry out its mission.  At a minimum, management representatives from every user group should be consulted in the development of IT application MAO’s, and they should concur with the priorities that are set.
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DISASTER RECOVERY QUESTIONNAIRE
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BUSINESS AND TECHNICAL SERVICES

March 2006

Key Components Assessment - Disaster Recovery Plan (DRP)
	1. The DRP should reflect a current, clear understanding of the impact of an IT outage on [Company] operations, and the priorities which are attached to critical IT applications and services as a result of that understanding.

	Acceptable 

· Impact of IT outage is addressed.

· There is indication that management of user groups have been consulted for input regarding the operational impact of an outage and application MAO’s.

· Prioritized rankings have been assigned to all applications.

· Priority rankings appear to have been updated or confirmed within the past year.

	Unacceptable

· There is no indication that the impact of an IT outage has been assessed.

· [Company] applications are not assigned recovery priorities.

	[Company] Assessment – Unacceptable


	[Company] does not currently have a complete list of applications in an organized manor.  Key personnel have critical pieces of information, but not any one source has responsibility or the responsibility to keep it maintained.

Critical information (lists) is stored on the same server farm as all other applications.  In the event of a complete disaster, no written documents are stored off-site to accommodate the prioritization of applications or processes.

[Company] does understand the threat of a total loss of the computing environment.  No formal process or plan is in place to facilitate the rebuild of the total loss of the main processing center.




	2. Each of [Company] IT applications should be classified into mission critical and non-mission critical categories.

	Acceptable 

· Every application has a designated classification.

· Classifications accurately reflect business priorities.

	Unacceptable

· IT applications have not been classified.

	[Company] Assessment – Unacceptable


	Several key players have personal knowledge of the applications and there priority.  No one outside of IT has worked to publish an application priority or classification of mission critical applications and processes.

A single source should be created and managed by the Steering Committee to ensure the accuracy and finality of the application list.




	3. MAO’s should be established and described for all applications – these should link directly to business priorities of [Company].

	Acceptable 

· MAO’s have been established for all applications.

· There is a clear linkage between MAO’s and business priorities.
	Unacceptable

· MAO’s have not been established.

· MAO’s are not linked to business priorities.

	[Company] Assessment – Unacceptable


	[Company] has informal MAO’s for servers and applications.  The recovery of these elements

 has been tested within individual environments.  Recovery priorities and planning has

been completed within the different work environments.

No “Master” list of applications or processes exists.



	


	4. Priorities and MAO’s should incorporate specific access, hardware, software, and office automation (OA) needs.  This is critical to ensure that when recovery occurs, all necessary elements of the systems can be provided to the users.

	Acceptable 

· All necessary elements of the systems have been identified and elements are at a sufficient level of detail.

· OA requirements have been addressed to a level which will permit appropriate recovery.

	Unacceptable

· The criticality of all necessary elements of the systems has not been addressed.

· There is not a sufficient level of detail to reflect confidence that all elements have been addressed.

	[Company] Assessment – Unacceptable


	The criticality of all necessary elements of the system has not been addressed.  Each key 

Area of responsibility, e.g., networking, telecomm, have established processes and

functions independent of each other.

There is no significant level of detail to reflect confidence that all elements have been

addressed.



	

	5. The rationale for setting IT MAO’s should be described and related to [Company] business priorities.

	Acceptable 

· The rationale for setting IT MAO’s has been described in detail and is logical in nature.

· There is clarity in the relationship between the rationale for setting IT MAO’s and [Company] business priorities.

	Unacceptable

· Rationale for setting IT MAO’s is not addressed.

· MAO’s do not link to [Company] business priorities.

	[Company] Assessment – Unacceptable


	Rationale for setting IT MAO’s is not documented or addressed.  MAO’s have no 

ownership or relationship to the business units.



	


	6. The priorities should acknowledge that it might be appropriate to recover some IT capabilities gradually, over time.  For example, if a given IT application must be available for 10 users within one week, and for 100 users in 2 weeks, [Company] may have different recovery alternatives than if all 100 users need access within 1 week.

	Acceptable 

· Consideration has been given to the possibility of partial or phased-in recovery needs.

· Clarity of IT priorities and MAO’s exists.

· Priorities are linked to business priorities.

	Unacceptable

· There is no consideration for the gradual recovery of systems.

	[Company] Assessment – Unacceptable

	[Company] is similar to most companies.  They can react to most all-predictable events.  Loss

of a single system is recoverable through built in redundancy and tolerances.  Limited or no focus has been placed on the need for categorizing and labeling application and processes outside of “immediate.”

Efforts to build a master recovery project plan with time estimates are needed.  More important is the need to identify a central person or group responsible for the overall plan.

Recovery of the systems is reliant on the availability of key staff and their personal knowledge.  Should an event cause the loss of one or several key players, [Company] would experience a serious loss of critical knowledge.  Documents should be established to allow for non-[Company] IT staff to apply the recovery process.




Strategy
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Definition

The IT recovery strategy is the high-level approach, which [Company] has selected to recover its critical IT applications.  Once the MAO’s have been set for IT applications, [Company] should consider the alternatives available that will permit recovery of those applications within the established MAO’s, and make a careful, reasoned selection of the most appropriate recovery strategy.  The strategy – and the reasoning used to select it – should be described at a high level, with appropriate details included where necessary.  Some examples of IT recovery strategies:

· Hot Site:  Reliance on information systems recovery facilities that are either fully or partially equipped prior to a disruption.  These sites can be at a physically separate facility managed by [Company], at vendor provided facilities, or in mobile trailers.  Contracted hot sites are generally considered appropriate for large-scale environments (especially mainframe- or midrange-based systems) with relatively short MAO’s.

· Cold or Shell Site: Reliance on information systems recovery facilities that are only fully equipped at the time of the disruption but do provide very basic infrastructure such as lights, heat and space.  Equipment may be stored in this site, but it is not installed or configured until the time of an outage.  These sites can be housed internally at [Company] facilities, vendor provided facilities, or mobile trailers.  A cold site strategy may be appropriate for some midrange, client/server, or LAN environments.

· System Replication:  A strategy which includes the operation of parallel operating environments in separate locations, so that one may be substituted for the other in an outage.  These environments may be configured in several ways, but the intent is to have critical data available on either system in the event of an outage.  For example, data mirroring would cause every transaction to be written on both systems as it occurs.  Shadowing permits the periodic (hourly, for example) backup of data from the primary to the secondary system.  This is typically cost prohibitive for all but the most time-sensitive applications.

· Replacement:  In the event of an outage, all IT equipment will be replaced through purchase.  If [Company] can accept somewhat extended recovery timeframes, this strategy can be more economical than some others.  A more secure approach to a replacement strategy involves the establishment of contracts with vendors to assure the timely availability of replacement equipment and facilities at the time of an outage.

· Reciprocal Agreements (Borrowing):  [Company] establishes an agreement with another party (e.g. another State [Company]) to loan computing capacity and/or facilities for short-term recovery.  These agreements are often among the least costly strategies to implement, but they are usually considered less secure than other alternatives, because of the heavy reliance on the availability, priorities, and good will of the outside party for recovery.

The following chart provides estimates of the time required to implement various strategies.  For example if an application on an AS 400 must be operational within 48 hours, a hot site is the minimum strategy that can be used to ensure recovery.  Therefore, strategies calling for a shell site or replacement would not be acceptable in that case.  Reciprocal agreements (mutual aid) will be evaluated on a case-by-case basis.

	
	Replication
	Hot Site
	Cold/Shell Site
	Replace

	Mainframe
	<1 Hour
	48 Hours
	1 Week
	1 Month

	Mid-range:
	
	
	
	

	  AS 400
	<1 Hour
	48 Hours
	72 Hours
	1 Month

	  DEC VAX
	<1 Hour
	48 Hours
	72 Hours
	1 Month

	  RS/6000
	<1 Hour
	48 Hours
	72 Hours
	1 Month

	Client Server
	
	
	
	

	  A
	<1 Hour
	48 Hours
	72 Hours
	2 Weeks

	  B
	<1 Hour
	48 Hours
	72 Hours
	2 Weeks

	Simple LAN
	<1 Hour
	24 Hours
	72 Hours
	1 Week

	Desktop PC
	<1 Hour
	12 Hours
	24 Hours
	72 Hours


Key Components

	1. [Company] systems should be clearly described, and the MAO’s for all elements should be identified and addressed.

	Acceptable 

· [Company] systems are described in sufficient detail; evidence that there is a clear understanding of [Company] systems.

· The role of each significant system in the recovery strategy is clearly described.

· MAO’s are identified and explained.

	Unacceptable

· [Company] systems are not fully described.

· MAO’s are not identified or not explained sufficiently.

	[Company] Assessment – Unacceptable


	[Company] systems are not fully documented outside of the technical group with 

ownership.  MAO’s are not well defined and do not cross into all responsible areas

such as telecomm, networking, and applications.

[Company] has not committed to paper the actual roles and responsibilities within a recovery 

strategy.



	


	2. Documentation of [Company] selection process should include the alternatives considered, and the reasoning behind how the preferred strategy was selected.  Strategy selection should consider the implementation, maintenance, and activation costs of each alternative.


	Acceptable 

· Details regarding the selection process include a description of alternatives considered, selection criteria and rationale and reasoning for final decision.

· Potential costs for each alternative are adequately documented and are accurate.

· There is evidence that consideration was given to all relevant factors prior to the final decision.

	Unacceptable

· No details are provided as to how selection decision was made.

· The issue of cost versus recovery timeframe is not addressed.

	[Company] Assessment – Unacceptable


	[Company] has not applied true dollars to the potential cost of alternatives.  Assumptions are

present that “space” will be available in the event of a disaster.  Operating without 

contracts is not recommended.  In the event of a disaster, [Company] would be like many other

companies looking for space.  A natural disaster would have multiple companies looking

at all the same places.

[Company] has not applied a cost of recovery to the potential loss of revenue and continued 

expense.  Actual numbers need to be applied.




	3. If the selected strategy involves contracts or other agreements with outside parties, there should be evidence that these agreements are either in place or that their implementation is in progress.

	Acceptable 

· Contracts are complete and are updated annually.

· Copies of contracts (or key sample pages and descriptions if the contract is weighty) are included in DRP.

	Unacceptable

· There is no reference to contracts.

	[Company] Assessment – Unacceptable

	No or limited contracts are in place.  This is a red flag to any compliance issues.



	


	4. Estimated timeframes for equipment and facility replacement strategies should be realistic.  Equipment that is no longer produced by the vendor, is unusual, or is highly customized is generally considered to be more difficult to replace on short notice.  Similarly, workspace that must be highly customized to meet processing requirements is generally considered to be more difficult to replace on short notice.

	Acceptable 

· Estimated timeframes are provided for equipment replacement.

· Estimated timeframes are provided for facility replacement.

· Timeframes are reasonable and are in line with industry standards and customized needs have been taken into consideration.


	Unacceptable

· No estimated timeframes are given for the replacement of equipment or facilities.

· No considerations have been given to the [Company] special needs.

	[Company] Assessment – Not Acceptable

	[Company] has no master plan for recovery planning or estimating time.  No consideration has been given to basic or special needs.

Recovery to date is left to the individual IT departments with no overriding plan or process.




Retention
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Definition

Data retention is absolutely critical to the recoverability of [Company] IT operations.  Without current, viable copies of [Company] critical data, applications, and operating environment, restoration will be difficult, if not impossible to achieve.  An effective retention program addresses the procedures and arrangements in place to provide for the timely backup of critical data and the storage of back-up media in an appropriate, off-site location.  Backups should be made on a regular basis; the interval must be based on the IT application’s MAO.  

For example, if [Company] cannot operate without an application and its data for more than 1 day, then backups should be made on a schedule, which prevents the loss of more than 1 day’s worth of data.  In setting schedules for the backup and retention of data from multiple applications,  [Company] must incorporate upstream & downstream reliance’s and interactions with other applications and systems.  For example, if application A relies on data from application B, then it may be necessary to restore application B prior to application A, regardless of [Company] business requirement for application B.

Retention of backed-up data should also be carefully coordinated.  Tapes (or other media) should be transported off-site regularly to an appropriate location.  Given industry best practices and the nature of physical threats in some areas such as Sacramento, an appropriate location is usually defined as a secure facility at least 5-10 miles away.  If [Company] primary processing facility is located in a floodplain, careful consideration should be given to choosing a storage facility which is unlikely to be affected by an event in that flood plain.

Key Components

	1. Clear responsibility and procedures should be documented for creating, transporting, cataloging, and rotating data and application backup media.

	Acceptable 

· One or more individuals designated responsible for data retention.

· Procedures include an adequate level of detail to enable a person other than the author to effectively execute the tasks.

· Procedures accurately represent current system configurations and data needs.

	Unacceptable

· Responsibility is not assigned.

· Procedures are not documented or are not detailed enough to execute the tasks.

· Procedures do not accurately represent current system configurations and data needs.



	[Company] Assessment – Acceptable


	[Company] has done a very complete job in the area of backup.  Responsibility is assigned to a key player and the backup maps to the document retention policy. 

[Company] would benefit from a backup policy to support the activities of the backup and recovery.




	2. A consistent schedule should be in place for creating, transporting, cataloging, and rotating data and application backup media, with clear linkage to the IT application MAO’s.

	Acceptable 

· Schedule should ensure that back-ups are taken at a frequency which prevents unacceptable loss of data.

· Transportation schedules should ensure that critical levels of data are available at off-site storage location.  For example: if it is unacceptable to lose more than one day’s worth of data, then data back-ups should be transported off-site on at least a daily basis.

· All parties who rely on the timely backup of application data should be aware of the schedule and alerted of any changes.

· The schedule should be based on a clear understanding of IT application’s MAO’s and the data restoration steps required to meet them.

	Unacceptable

· Schedule does not exist.

· Schedule does not reflect an understanding of application or data MAO’s. 

· Transportation schedule does not permit for timely removal of back-up media from primary processing site.

· Schedules are not communicated to affected personnel.



	[Company] Assessment – Acceptable


	[Company] meets best practices and documentation is consistent with many organizations.  

Care and custody of data is considered a priority and addressed by the team.



	


	3. Rotation schedules should be coordinated to minimize the volume of media in storage, without compromising [Company] ability to maintain complete and timely backups.

	Acceptable 

· Rotation schedule clearly defines the time period of storage for each type of backup with consideration for [Company] needs to access old files.

· Cost effectiveness of program has been taken into consideration when developing rotation schedule.  For example: it is unreasonable to permanently maintain all backups from [Company] systems.
	Unacceptable

· No rotation schedule is in place.

· Rotation schedule does not adequately account for logistics or costs of maintaining large archives.



	[Company] Assessment – Acceptable


	Rotation schedules and use of media is dictated by the retention policy.  Care has been

given to maximize this area.  An audit process would enhance the process.



	

	4. Cross-application synchronization points should be documented, and schedules should reflect awareness of these points.

	Acceptable 

· Upstream and downstream reliances and interactions with other applications and systems are described.  For example: synchronization points may be illustrated through the use of a timeline.

· Restoration timeframes highlight cross- application reliance’s.


	Unacceptable

· Cross-application synchronization points are not documented.

· Schedules do not reflect cross-application synchronization points.



	[Company] Assessment – Unacceptable


	This is a consistent weakness in the environment.  Cross functional references are limited

at best.




	5. Backup media should be stored in an appropriate location.

	Acceptable 

· Storage location should be climate controlled, secure, and should not be subject to unusual risk of outage or loss.

· Given industry best practices and the nature of physical threats in some areas such as Sacramento, an appropriate location is usually defined as a secure facility at least 5-10 miles away.  If [Company] primary processing facility is located in a floodplain, careful consideration should be given to choosing a storage facility which is unlikely to be affected by an event in that floodplain.
	Unacceptable

· Back-up media is stored on-site.

· Back-up media is stored in a location without  proper climate control and security.

· Storage location is unreasonably close to primary processing facility such that a single incident presents significant risk of loss to both facilities.

	[Company] Assessment – Acceptable with Change


	[Company] uses an offsite-managed [Company] facility for backup tapes.  This is of high quality and meets business requirements.

Operating systems, documentation and application media needs to be incorporated into the process and stored off-site.



	

	6. Step-by-step, detailed procedures should be documented for restoring system data from back-up media.

	Acceptable 

· Procedures include an adequate level of detail to enable a person other than the author to effectively execute the tasks.


	Unacceptable

· Procedures are not documented or are not detailed enough to execute the tasks.

	[Company] Assessment – Unacceptable


	Procedures are documented within the different units.  No master plan is visible.

Care needs to be given to enhance this area.




Recovery Procedures
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Definition

Recovery procedures document the detailed, step-by-step activities necessary to recover [Company] IT operations in the event of an outage.  These procedures are essentially a list of action steps or a script that describe in detail:  who is involved in the recovery and in what capacity, what precise actions need to be taken to assess the impact of the outage and bring the systems back up, and what time frames/constraints should be followed.  The recovery procedures should contain adequate detail so that any appropriately trained individual could follow the script and restore IT operations at [Company] in an appropriate time frame.  These scripts should be readily accessible to all who might need them and should not rely on “shorthand” references to procedures that may only be known by insiders.  In addition, it is critical that these procedures are tested and updated regularly.  

If detailed recovery procedures are not included in the DRP, the reviewer should look for samples of the script, references as to where they are located, and evidence that they are usable and accessible during an outage.  If [Company] has experienced a successful rebuild/restoration in the last year, it is likely that they have adequate procedures in place.

Key Components

	1. Documentation should include impact assessment procedures and tools, including reference to who should make the assessment, checklists of what they would be looking for, and reference to MAO’s.

	Acceptable 

· Adequate impact assessment tools and procedures are documented.

· Impact assessment responsibility is clearly assigned, and assessment tasks are clearly listed.

· The linkage of the timing and requirements of the impact assessment to the MAO’s is clearly defined.


	Unacceptable

· There are no procedures or tools for conducting the impact assessment.

· There is no evident linkage between the impact assessment and the MAO’s.

	[Company] Assessment – Unacceptable


	No assessment or declaration process is in place.  The assessment and declaration is a

judgment call and not set to standards




	2. Short-term recovery procedures should include an adequate level of detail to enable a person other than the author to effectively re-start critical IT operations following an outage. Procedures should be applicable to a wide range of outage scenarios.

	Acceptable 

· Procedures include an adequate level of detail to enable a person other than the author to effectively execute the tasks.

· Procedures avoid the use of [Company]- or State-specific acronyms or jargon.  Where these are used, they are clearly defined.

· Procedures are applicable to a wide range of outage scenarios.  For example, the procedures are not directed exclusively toward the recovery of a single system element, if other elements are necessary for acceptable operations.

· Procedures are complete, accurate and reflect the current needs of the organization.
	Unacceptable

· Procedures are not documented or are not detailed enough to execute the tasks.

· Procedures rely excessively on references to internal jargon or terminology, to the extent that an outside party could not execute them.

· Procedures rely on assumptions of capabilities which are not provided by the DRP.

· Procedures have not been updated recently and therefore do not meet the needs of [Company].

· All necessary procedures are not included in the DRP.

	[Company] Assessment – Unacceptable with judgment


	The rating falls into unacceptable because no master plan is in place.  Each area in IT has documented portions and parts related to their area.

A master document and process needs to be established

	


	3. Recovery location(s) should be described in detail, along with specifics of the arrangements made and expected response time frames.

	Acceptable 

· Specifics regarding recovery locations, including details of arrangements made, are included.

· Directions to the recovery location are provided to the employees who need the information.

· Information provided about the recovery locations is accurate and current and reflects the current needs of [Company].


	Unacceptable

· Recovery locations are not identified.

	[Company] Assessment – Unacceptable


	Recovery locations are not identified.




	4. Long-term recovery procedures – the specific steps required to completely restore the critical IT operations to normal processing levels – should be clearly defined.

	Acceptable 

· Procedures include an adequate level of detail to enable a person other than the author to effectively execute the tasks.

· Long-term recovery procedures are linked to short-term recovery procedures and business priorities.

· Procedures avoid the use of [Company]- or State-specific acronyms or jargon.  Where these are used, they are clearly defined.

· Procedures are applicable to a wide range of outage scenarios.  For example, the procedures are not directed exclusively toward the recovery of a single system element, if other elements are necessary for acceptable operations.

· Procedures are accurate and reflect the current needs of the organization.


	Unacceptable

· Procedures are not documented or are not detailed enough to execute the tasks.

· Procedures rely excessively on references to internal jargon or terminology, to the extent that an outside party could not execute them.

· Procedures rely on assumptions of capabilities, which are not provided by the DRP.

· Procedures have not been updated recently and therefore do not meet the needs of [Company].

	[Company] Assessment – Unacceptable


	Long-term recovery plans are not outlined, documented, or considered in the plan.   [Company] needs to address this issue to be compliant.

A master directive and plan needs to dictate the recovery objective, process, and threats to better communicate the objective.

It could not be determined if procedures were up to date since no central document governed or controlled the elements.




Responsibility
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Definition

Thorough documentation of responsibility ensures proper accountability during testing, maintenance, and any outage situations. The DRP should designate the individuals responsible for the development and implementation of recovery plans, procedures, and arrangements.  It is essential that all critical activities are precisely defined, roles are established to be held responsible for these activities, and current and appropriate employees are assigned to each of these roles.  

Documentation should include a list of individual/team roles and responsibilities, assignment of individuals to each role, recovery team hierarchy and designation of ownership of DRP development, testing, and maintenance.  In addition, this section should include a description of how the IT system recovery team relates to [Company] overall Business Continuity Planning organization. 

Key Components

	1. The DRP should provide a complete and current list of individual/team roles with a detailed list of responsibilities for each.  There should be a clear separation of duties such that responsibilities are clearly defined and understood and team members can be held accountable for their particular responsibilities.  This area should contain a hierarchy, chain of contact, designation of ownership of DRP development, testing, and maintenance, and a description of how other members of [Company] are expected to support the IT operation recovery process.

	Acceptable 

· Roles and responsibilities are clearly defined.

· A clear separation of duties exists.

· A clear hierarchy and chain of contact exists.
	Unacceptable

· Roles are not defined.

· Details do not exist as to the responsibilities of each role.

· There is no established hierarchy.

	[Company] Assessment – Unacceptable


	Roles are not defined, details do not exist as to the responsibilities of each role, and there is no established hierarchy.

Separation of duties needs to be looked into and audit responsibilities established.



	


	2. An appropriate member of the [Company] staff should be assigned to each role and appropriate teams should be designated.  It is critical that these assignments be updated on a regular basis, preferably quarterly, but at a minimum annually.

	Acceptable 

· Assignment of all roles is complete and current.

· Assignment of roles appropriately reflects the role of the individual or team within [Company]. 
	Unacceptable

· Role assignments have not been updated.

· Role assignments have not been made or inappropriate individuals have been assigned.



	[Company] Assessment – Unacceptable


	No resource responsibilities or assignment of responsibilities are visible in the plan.




	3. Responsibility descriptions should include evidence that this DRP team is linked to [Company] overall BCP organization, and that any potential for conflict between the two has been addressed.

	Acceptable 

· There is a clearly documented linkage between the DRP team and [Company] overall BCP organization.

· [Company] BCP organization includes representative member(s) of the DRP team.

· Roles and expectations of the DRP team are clearly described in terms of how they relate to [Company]-wide BCP efforts.

· Areas of potential conflict are addressed and conclusions are documented.

	Unacceptable

· There is no linkage between the DRP recovery team and [Company] overall BCP organization.

	[Company] Assessment – Unacceptable


	No overall BCP exists.  [Company] needs to take a look at the impact of IT on the business units and apply an overall plan.



	


	4. The roles and responsibilities section should address the issues of testing and maintenance and should be appropriately reflected in those areas of the DRP.

	Acceptable 

· Roles and responsibilities are clearly defined and appropriately assigned for the development and execution of DRP tests.

· Roles and responsibilities are clearly defined and appropriately assigned for the periodic maintenance of the DRP.


	Unacceptable

· There is no linkage between the assignment of roles and responsibilities and DRP testing or maintenance.

	[Company] Assessment – Unacceptable


	[Company] has no formal testing or maintenance processes or policies.




Testing
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Definition

Routine DRP testing is critical to the recoverability of [Company] IT operations.  The DRP should include specific documentation of planned and executed exercises that test the capabilities of the DRP.  There are essentially three types of plan exercises, which include, walk-through or tabletop tests, component exercises, and integrated (complete DRP) tests.  A walk-through or tabletop is the lowest level of plan testing but can provide important results at a very nominal cost.  The walk-through can be used effectively to exercise the logic of recovery procedures prior to a component exercise.  Component exercises are scheduled to test a single plan component such as off-site storage contents, specific business unit procedures, or compatibility of the alternate processing site.  

The most extensive and complex level of plan testing is the integrated test where two or more components are exercised in concert with one another.  Integrated tests build on the successes of the walk-through and component exercises.  They are intended to test the interfaces between plan components, assuring that the plan components mesh properly.  

Procedures and evidence of testing help ensure that the strategy is executable.  Details of testing scenarios, results of tests performed, key learnings from previously performed testing, and planned changes based on test results are all elements that should be documented in detail.  Quarterly testing is preferred, but annual testing is the minimum acceptable level.  

The intent of any test should be to find ways to improve the DRP, not just to validate its effectiveness.  Thus, the tests should not be viewed as “pass/fail” characterizations of the quality of the DRP, but as opportunities to identify and mitigate any potential problems before they occur.  It is essential that the results of such testing be properly documented, reviewed, and that appropriate changes be incDRPorated into the DRP.  Agencies should develop a testing calendar based on a 2-3 year cycle to ensure that all areas of the DRP are appropriately covered and evaluated.

Staff training and awareness programs are intended to ensure that appropriate staff members are familiar with the DRP and will be able to effectively carry out their responsibilities in the event of an outage.  In order to test the DRP, the details regarding recovery procedures, roles, and responsibilities need to be communicated and reviewed by all affected personnel.

Key Components

	1. Testing should be conducted based on a number of different scenarios to ensure flexibility and adaptability of the DRP, and the details of these testing scenarios should be documented.  For example, testing scenarios may include:  earthquake, civil unrest, flood, fire, system error, or external (“hacker”) sabotage.

	Acceptable 

· Details of testing scenarios are documented and reflect an appropriate level of rigor.

· Those tests executed exercise the flexibility and adaptability of the recovery plan.

· More than one test has been conducted and documented in the past year.


	Unacceptable

· Testing is not based on multiple scenarios.

· There are no details regarding testing scenarios or procedures used.

	[Company] Assessment – Unacceptable with Exception


	Testing is complete on some systems and applications.  No formal process or policy is in place.  Recovery is tested for comfort within the different areas.  No overall “testing”, timing or modeling was visible.



	


	2. [Company] should have a 2-3 year testing schedule that ensures that (where possible) all aspects of the plan are tested.  It should grow progressively more complex, so that the conclusion of the program involves full testing of the DRP.  The DRP should state which tests were conducted over the last year and lay out the schedule for future planned tests of the DRP.

	Acceptable 

· Details of the past year’s tests and their results are documented.

· A 2-3 year testing schedule is documented, is realistic in scope, is adequate in level of rigor, and covers all divisions within [Company].

	Unacceptable

· No testing schedule is in place.

· No testing was performed or documented in the past year.

	[Company] Assessment – Unacceptable


	[Company] does not maintain a testing schedule or testing plan.



	


	3. Appropriate levels of testing should be used for each element of the plan to be tested.  The tests must be rigorous enough to simulate a real outage, and should be designed with the intent of highlighting opportunities to improve the DRP.

	Acceptable 

· Testing reflects an appropriate level of rigor.

· Testing scenarios adequately simulate real outage scenarios.

	Unacceptable

· Tests do not reflect an appropriate level of rigor, or are designed exclusively to highlight areas of the DRP which are expected to be successful.

	[Company] Assessment – Unacceptable


	Testing is completed on individual systems.  More testing would be completed if a true testing environment was available.  Testing facilities and equipment is available locally and is reasonable in price.



	

	4. Clear and measurable objectives of all tests performed should be communicated prior to execution of tests and used in the evaluation of the results.

	Acceptable 

· Clear and measurable objectives of all tests are documented and are appropriate.

· Means of communicating these objectives to test participants is documented and appears sufficient.

· Evaluation of test outcomes is directly based on the objectives identified.

	Unacceptable

· Test objectives are not identified.

· Objectives are not communicated to participants prior to testing.

· Test evaluation is not linked to objectives.

	[Company] Assessment - Unacceptable


	Testing is purely technical in nature and not placed in a setup and take down environment.  Testing is as a result of building a new system or application.

Testing needs to be taken out of the individual areas and built into a master plan.  Less expensive or older boxes (hardware) can be purchased to assist in the recovery and testing plan.


	


	5. The DRP should describe the results of any tests performed in the last year.  These results should document the strengths and weaknesses of the recovery procedures that were tested.

	Acceptable 

· Results of the past year’s tests are complete and accurate.

· Results describe specific strengths and weaknesses of the DRP, as they have been identified through testing.

	Unacceptable

· No tests were performed in the past year.

· Results of the past year’s test are not documented.

	[Company] Assessment – Unacceptable


	Without a formal testing plan and process, [Company] cannot learn from prior experience.  Only the persons involved in the test can recall or benefit from the live examples.  No transfer of knowledge is experienced with the testing.




	6. The DRP should document the key learning’s from these results.  These learning’s should address areas where the DRP may be deficient and/or where improvements should be made.

	Acceptable 

· Key learning’s from the test results are documented.

· Learning’s are related to specific areas in the DRP.

· Key learning’s identify specific changes, which are necessary to improve the DRP.

	Unacceptable

· No key learning’s are identified.

· Key learning’s do not identify specific needs for change in the DRP.

	[Company] Assessment – Unacceptable


	No key learning’s are identified. Key learning’s do not identify specific needs 

for change in the DRP.

	


	7. The BCP should mention where changes have been made to the document, and should relate these changes to specific test results where appropriate.  In addition, changes should be communicated to all affected personnel in [Company].

	Acceptable 

· Changes made to the BCP based on the results of testing have been clearly documented.

· Communication methods, recipients, dates of communication, and samples of change communications are all documented and appropriate.

	Unacceptable

· Changes made to the BCP are not clearly identified.

· Changes have not been communicated to affected parties.

	[Company] Assessment – Unacceptable


	A formal change management process is needed to address any movement, replacement or disposal of equipment.   A process change model is needed as well.



	

	8. Staff training and awareness programs should ensure that appropriate staff members are familiar with the BCP and will be able to effectively carry out their responsibilities in the event of an outage.  These programs should provide for at least annual communication to keep employees aware of the BCP, their roles, and responsibilities.

	Acceptable 

· Staff training and awareness occurs on a regular (at least annual) schedule.

· Training coursework/materials are sufficient to adequately train personnel.

	Unacceptable

· There are no staff training or awareness programs in place.

· Programs are not provided to staff on an annual basis, at minimum.

	[Company] Assessment – Unacceptable


	No BCP training program is available for the [Company].




Recommended Practices
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Resources

Definition

There are several types of appendices and/or detailed lists that will facilitate the implementation or activation of the DRP.  Such information should be included in the DRP or (if necessary due to size), referenced in detail and provided elsewhere.  These listings typically include detailed, current contact information for all employees, a description of notification procedures in the event of an outage, as well as a comprehensive inventory of [Company] IT-related assets (hardware, peripherals, networking, communications, etc.).

Key Components

	1. There should be a comprehensive employee contact list that is maintained and updated regularly.  The contact list may also include external services and resources (vendors and utilities), as well as other internal services and personnel.  This document should be readily accessible and available off-site as well.

	Acceptable 

· Employee list is complete (includes all appropriate internal and external services) and current.

· Employee list includes alternate contact numbers in addition to work telephone numbers.

· The employee list is updated minimally on an annual basis, ideally on a quarterly basis.

· The contact list is made available to all personnel and current copies are available off-site.
	Unacceptable

· There is no employee contact list.

· The employee contact list is not regularly updated.

· The employee contact list is not distributed adequately.

· The employee contact list shows work telephone numbers only.

· No evidence the employee contact list is available off-site

	[Company] Assessment - Unacceptable


	The employee list is not complete (includes all appropriate internal and external services) 

and current. The employee list must includes alternate contact numbers in addition to work telephone numbers.  The employee list is updated minimally on an annual basis, ideally on a quarterly basis. 

The contact list is made available to all personnel but no current copies are available off-site.

	


	2. Notification procedures (phone tree, etc.) should be clearly documented for use in the event of an outage.

	Acceptable 

· Notification procedures are detailed and functional.

· Notification procedures are linked to Responsibility and Recovery Procedures.

	Unacceptable

· There are no notification procedures in place.

· Notification procedures are not linked to responsibilities and recovery procedures.

	[Company] Assessment – Unacceptable


	Notification procedures are not linked to responsibility.  No level of criticality is noted

or applied to the level of response.




	3. An IT-related asset inventory should include all hardware, peripherals, networking, data communications equipment, telecommunications equipment, and software of [Company]. That inventory which is required to restore critical applications and processes should be identified, in addition to the comprehensive list.  This list should be updated regularly to adequately reflect [Company] requirements.

	Acceptable 

· Inventory lists are complete and current and adequately reflect the requirements of [Company].

· Inventory information is detailed enough to enable [Company] to purchase replacement equipment based on the list.

· Inventory required to restore critical applications has been clearly identified.

	Unacceptable

· There are no inventory lists of IT related assets.

· Assets required for the recovery of critical applications have not been identified.

	[Company] Assessment – Acceptable with Condition



	[Company] has strong documentation on required hardware and peripherals.  The list needs to

be stored offsite

	


	4. A comprehensive inventory of data and vital records (all media types) should address all data that is needed for the recovery of critical applications.  Examples may include: back-up tapes of [Company] computer systems, paper contracts stored within [Company], data on computer networks, personnel files, vendor lists, etc..

	Acceptable 

· There is a complete and current inventory list of all data and vital records.

· The inventory list is linked to the recovery of critical IT applications.


	Unacceptable

· There is no inventory list of data and vital records.

	[Company] Assessment- Unacceptable

	There is no inventory list of data and vital records.




Maintenance

Definition

Maintenance procedures ensure that the DRP reflects [Company] current status.  These procedures should be clearly documented and should provide for the review and update of the entire DRP on an annual basis (or more frequently where appropriate). Quarterly updates are recommended, but annual updates are the minimum requirement.  If there has been no maintenance in past year, the DRP should be rejected and returned to [Company] for immediate corrective action.

Key Components

	1. The DRP should contain a maintenance schedule, which provides a detail of what procedures will be performed at what point in time.  Updates should preferably be made quarterly but at least on an annual basis.

	Acceptable 

· The maintenance schedule is appropriate considering the goals and priorities of [Company].

· The schedule is at a sufficient level of detail.

· Documentation indicates that updates to the DRP are made regularly, preferably quarterly but at least on an annual basis.
	Unacceptable

· No maintenance schedule exists.

· DRP updates are not made.

	[Company] Assessment- Unacceptable


	No maintenance schedule exists. DRP updates are not made.

	


	2. The maintenance procedures should outline in detail how the reviews will be made, who will perform them, who will make the changes and updates to the DRP, how these changes will be communicated to the [Company], and the expected time frame for these actions.

	Acceptable 

· Maintenance procedures are thorough and accurate.

· Details regarding how reviews should be conducted and who will be performing this work are at a sufficient level of detail.

· Sufficient communication plans are in place.
	Unacceptable

· There are no maintenance procedures in place.

	[Company] Assessment – Unacceptable


	There are no maintenance procedures in place.



	


	3. The DRP should include documentation of what changes have been made to the plan in the last year due to the maintenance review and testing of the DRP.  There should be linkage to any DRP changes required by newly implemented activities or programs.

	Acceptable 

· Changes made to the DRP in the past year are cited and clear.

· Changes to the DRP are linked to testing and maintenance efforts or due to new development.
	Unacceptable

· There is no indication that changes have been made to the DRP.

	[Company] Assessment – Unacceptable


	There is no indication that changes have been made to the DRP.  [Company] has a strong change management process.  [Company] should apply this practice to the DRP.




Coordination

Definition

[Company]-wide contingency management plans encompass all of the organization-level and administrative plan components that directly or indirectly support the activation of the recovery plan or help ensure the ongoing integrity and viability of the plan.  Emergency response, disaster declaration, and plan administration procedures are typically included here.  The role of IT relative to these efforts must be clearly described and understood.  Not only is it important that [Company] as a whole be aware of how the IT function intends to respond to their needs in an outage, but it is also critical that those individuals responsible for implementation clearly understand the levels of support they can expect from the rest of [Company] in recovering critical IT operations.

Key Components

	1. The roles of IT employees and resources in a [Company]-wide outage situation should be clearly described.

	Acceptable 

· Roles of IT employees and resources are described in sufficient detail.

· Roles accurately reflect [Company] requirements.

· There is clear coordination between the roles described.

	Unacceptable

· The roles of IT employees and resources are not identified.

	[Company] Assessment – Unacceptable


	[Company] does not publicize their plan to the [Company] organization.  Many good things have been completed.  Most of the process and information just needs to be placed in a central document.



	


	2. The level, timing, and nature of support, which the IT function expects to receive from other business units in an outage, should be documented in detail.

	Acceptable 

· Support expectations are clearly defined and are at acceptable levels.

· There is clarity regarding [Company] obligations to IT in an outage.

· Details of support expectations are communicated to the appropriate business units on a timely basis.


	Unacceptable

· IT support expectations are not addressed.

	[Company] Assessment- Unacceptable


	[Company] has done a great job of keeping the internal systems available.  The communication of a plan and process will increase credibility and reduce stress on business units.




	3. Immediate response procedures should be in place to address employee safety and responsibilities in an emergency situation.  These procedures may not be the responsibility of the IT function, but employees responsible for operational recovery should be familiar with [Company] intended response to an outage.

	Acceptable 

· Response procedures are documented in sufficient detail so that someone, other than the author, could carry out the actions appropriately.

· There is clarity of IT and non-IT obligations for immediate response in an emergency.

· Response procedures are accurate and reflect the priorities and critical IT applications of [Company].

· Response procedures have been communicated to all employees, and appropriate training has been conducted.


	Unacceptable

· No immediate response procedures are in place.

· Employees responsible for IT operational recovery are not aware of [Company] overall immediate response strategies.

	[Company] Assessment – Unacceptable

	The IT department does not have response procedures or mandates in place

	

	


	4. The procedures and expectations of the DRP should be incDRPorated into the recovery plans and plan testing of [Company] as a whole.

	Acceptable 

· The procedures and expectations of the DRP have been incDRPorated into [Company] overall recovery plans.  

· The DRP strategy and priorities are linked to those of [Company] overall.


	Unacceptable

· Procedures and expectations of the DRP are not linked to [Company] overall continuity planning strategies.

	[Company] Assessment – Unacceptable


	Procedures and expectations of the DRP are not linked to [Company] overall continuity planning strategies.




Ideal Practices

Business Priorities

Definition

Ideally, [Company] continuity planning efforts should be based on a Business Impact Assessment (BIA).  A BIA identifies the operational (qualitative) and financial (quantitative) impact of an inoperable or inaccessible business function on [Company] ability to conduct its critical business processes.  The BIA provides the basis for formulating [Company] business continuity strategy.  This assessment guides the selection of recovery strategies that may be employed to restore operations within the required time frames.  A [Company]-wide operational impact assessment is normally required to develop and implement an appropriate business continuity program.

With a clear understanding of each business unit’s MAO, IT operational recovery priorities are much more easily defined for [Company].  The IT application MAO’s can be directly linked to a well-reasoned, agreed-upon documentation of critical timeframes for each element of the organization.  With this information in hand, the development of an effective DRP can often proceed more smoothly.

Key Components

	1. The functions performed by [Company] should be identified, and the flow of information, materials, and services through these functions should be documented.  Organizational dependencies and resource reliance’s should be described.

	Acceptable 

· For each function identified as being performed by [Company], the flow of information and services is documented.  This description is thorough and complete.

· Dependencies in the organization and resource reliance’s are described in sufficient detail.

	Unacceptable

· [Company] functions are not identified.

· The flow of information and services is not identified.

· No reference is made to dependencies in the organization and resource reliance’s.

	[Company] Assessment – Unacceptable


	[Company] functions are not identified.  The flow of information and services is not identified.

No reference is made to dependencies in the organization and resource reliance’s

	


	2. Operational and financial impacts of an outage to [Company] and each function should be described.

	Acceptable 

· Operational impacts are detailed and are well founded.

· Financial impacts are detailed and are well founded.

· Operational and financial impacts are linked.
	Unacceptable

· No operational impact assessment has been made.

· No financial impact assessment has been made.

· There is no linkage between operational and financial impact assessments.



	[Company] Assessment- Unacceptable


	No financial models are available to determine the cost of an outage.  A full operational impact study is needed to complete this task.




	3. For each business function, the Maximum Acceptable Outage (MAO) – the point at which resource and functional support must be restored – should be defined.  The MAO should be based on the combined results of operational and financial impact analyses.

	Acceptable 

· MAO’s exist for each business function.

· Documentation reflects that business unit managers have driven the estimation of MAO’s.

· The MAO’s reflect both the operational and financial impact analyses.


	Unacceptable

· MAO’s have not been designated for each business function.

· The MAO’s are not based upon the results of the operational and financial impact analyses.

	[Company] Assessment- Unacceptable


	MAO’s have not been designated for each business function. The MAO’s are not based upon the results of the operational and financial impact analyses.
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BUSINESS CONTINUITY PLANNING 
FOR
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BUSINESS CONTINUITY PLANNING WORKPROGRAM
EXAMINATION OBJECTIVE: Determine the quality and effectiveness of the organization’s business continuity planning process.  These procedures will disclose the adequacy of the planning process for the organization to maintain, resume, and recover operations after disruptions ranging from minor outages to full-scale disasters.  This workprogram can be used to assess the adequacy of the business continuity planning process on an enterprise-wide basis or across a particular line of business.  Depending on the examination objectives, a line of business can be selected to sample how the organization’s continuity planning process works on a micro level or for a particular business function or process.  

This workprogram is intended to be comprehensive and assist examiners in determining the effectiveness of a financial institution’s business continuity planning process.  However, examiners may choose to use only particular components of the workprogram based upon the size, complexity, and nature of the institution’s business.

	
	Status
	Comment

	Objective 1: Determine examination scope and objectives for reviewing the business continuity planning program.

	1.
Review past reports for outstanding issues or previous problems.  Consider

· Regulatory reports of examination;

· Internal and external audit reports, including SAS 70 reports;

· Business continuity test results; and

· Organization’s overall risk assessment and profile.
	
	No prior review

	2.
Review management’s response to issues raised since the last examination.  Consider

· Adequacy and timing of corrective action;

· Resolution of root causes rather than just specific issues; and

· Existence of any outstanding issues.
	
	None

	3.
Interview management and review the business continuity request information to identify:

· Any significant changes in business strategy or activities that could affect the business recovery process;

· Any material changes in the audit program, scope, or schedule related to business continuity activities;

· Changes to internal business processes;

· Key management changes;

· Information technology environments and changes to configuration or components;

· Changes in key service providers (technology, communication, back-up/recovery, etc.) and software vendor listings; and

· Any other internal or external factors that could affect the business continuity process.
	
	No formal roadmap of current state or change management process. 

Many changes going on without recorded changes.

	4.
Determine management’s consideration of newly identified threats and vulnerabilities to the organization’s business continuity process.  Consider

· Technological and security vulnerabilities;

· Internally identified threats; and

· Externally identified threats (including known threats published by information sharing organizations).
	
	Revisit threats (Risk) worksheet

	5. 
Establish the scope of the examination by focusing on those factors that present the greatest degree of risk to the institution or service provider.
	
	This exam is designed to give [Company] a base line and tools to complete the task.

	Objective 2: Determine the existence of an appropriate enterprise-wide business continuity plan (BCP).

	1.
Review the written BCP(s) and verify that the BCP(s):

· Address(es) the recovery of each business unit/department/ function:

· According to its priority ranking in the Risk Assessment; and

· Considering interdependencies among systems.
	
	Limited in call center only

	· Take(s) into account:

· Personnel; 

· Facilities;

· Technology (hardware, software, operational equipment);

· Telecommunications/networks;

· Vendors; 

· Utilities;

· Documentation (data and records);

· Law enforcement;

· Security;

· Media; and

· Shareholders.
	
	No security or outside of data/technology impact considered within plans

	· Include(s) emergency preparedness and crisis management aspects:

· Has an accurate employee/manager contact tree;

· Clearly defines responsibilities dand decision-making authorities for designated teams and/or staff members, including those who have authority to declare a disaster;

· Explains actions to be taken in specific emergency situations;

· Defines the conditions under which the back-up site would be used;

· Has procedures in place for notifying the back-up site;

· Designates a public relations spokesperson; and

· Identifies sources of needed office space and equipment and list of key vendors (hardware/software/communica-tions, etc.).
	
	No tree

No responsibilities defined

No procedures

	2.
Determine if adequate procedures are in place to ensure the BCP(s) is (are) maintained in a current fashion and updated regularly.
	
	No procedure

	Objective 3: Determine the quality of BCP oversight and support provided by the board of directors and senior management.

	1.
Determine if the board has established an enterprise-wide business continuity planning process appropriate for the size and complexity of the organization which defines the organization’s business continuity strategy.
	
	No management plan or policy

	2.
Determine if a senior manager has been assigned responsibility to oversee the development, implementation, testing, and maintenance of the BCP.
	
	IT has taken on the role.

	3.
Determine if the board has ensured that adequate resources, including sufficient human resources, are devoted to the business continuity process.
	
	No resource plan to date

	4.
Determine if the board reviews and approves the written BCP(s) and testing results at least annually and documents these reviews in the board minutes.
	
	No review process to date

	5.
Determine if senior management periodically reviews and prioritizes each business unit, business process, department, and subsidiary for its critical importance and recovery prioritization.  If so, determine how often reviews are conducted.
	
	No business unit specific plans to date

	6.
If applicable, determine if senior management has evaluated the adequacy of the BCPs for its service providers, and ensured the organization’s BCP is compatible with those service provider plans, commensurate with adequate recovery priorities.  
	
	No outside provider continuity plan review to date

	Objective 4: Determine if an adequate business impact analysis (BIA) and risk assessment have been completed.

	1.
Determine if all functions and departments were included in the BIA.
	
	Yes

	2.
Review the BIA to determine if the identification and prioritization of business functions are adequate.
	
	Yes

	3.
Determine if the BIA identifies maximum allowable downtime for critical business functions, acceptable levels of data loss and backlogged transactions, and the cost and recovery time objectives associated with downtime.
	
	In process

	4.
Review the risk assessment and determine if it includes scenarios and probability of occurrence of disruptions of information services, technology, personnel, facilities, and service providers from internal and external sources, including:

· Natural events such as fires, floods, and severe weather;

· Technical events such as communication failure, power outages, and equipment and software failure; and

· Malicious activity including network security attacks, fraud, and terrorism.
	
	See Risk plan

	5.
Ensure the risk assessment and BIA have been reviewed and approved by senior management and the board.
	
	See Risk plan

	6.
Ensure reputation, operational, compliance, and other risks are considered in plan(s).
	
	Yes

	Objective 5: Determine if appropriate risk management over the business continuity process is in place.

	1.
Determine if adequate risk mitigation strategies have been considered for:

· Alternate locations and capacity for: 

· Data centers and computer operations;

· Back-room operations;

· Work locations for business functions; and

· Telecommunications.
	
	In process

	· Back-up of:

· Data; 

· Operating systems; 

· Applications; 

· Utility programs; and

· Telecommunications.
	
	Data-Yes

Operating Systems-No 

Applications-No 

Utilities-No

Telecom-Yes

	· Off-site storage of: 

· Back-up media; 

· Supplies; and

· Documentation, e.g., BCP(s), operating and other procedures, inventory listings, etc.
	
	Media and Data-Yes

Documents-No

Supplies-No

	· Alternate power supplies:

· Uninterruptible power supplies (UPS); and

· Back-up generators.
	
	

	2.
Determine if satisfactory consideration has been given to geographic diversity for:

· Alternate processing locations;

· Alternate locations for business processes and functions; and 

· Off-site storage.
	
	Remote office over 17 miles away

	3.
Ensure appropriate policies, standards, and processes address business continuity planning issues including:

· Systems Development Life Cycle, including project management;

· The change control process;

· Data synchronization, back up, and recovery;

· Employee training and communication planning;

· Insurance; and

· Government and community coordination.
	
	Limited or no policies

	4.
Determine if personnel are adequately trained as to their specific responsibilities under the plan(s) and whether emergency procedures are posted in prominent locations throughout the facility.
	
	Limited or no training

	5.
Determine if the continuity strategy includes alternatives for interdependent components and stakeholders, including:

· Utilities;

· Telecommunications;

· Third-party technology providers;

· Key suppliers/business partners; and

· Customers/members.
	
	Each area done independent of each other, no master

	6.
Determine if there are adequate processes in place to ensure the plan(s) are maintained to remain accurate and current.

· Designated personnel are responsible for maintaining changes in processes, personnel, and environment(s).

· The board of directors reviews and approves the plan(s) annually and after significant changes and updates.

· Process includes notification and distribution of revised plans to personnel and recovery locations.
	
	Process and procedure needs to be modeled

	7.
Determine if audit involvement in the business continuity program is effective, including:

· Audit coverage of the business continuity program;

· Assessment of business continuity preparedness during line(s) of business reviews;

· Audit participation in testing in an observer role; and

· Audit review of testing plans and results.
	
	A formal audit and review process is needed

	Objective 6: Determine whether the BCP(s) include(s) appropriate testing to ensure the business process(es) will be maintained, resumed, and/or recovered as intended.

	1.
Determine if the BCP(s) is tested at least annually.
	
	Limited or no testing

	2.
Verify that all critical business units/departments/functions are included in the testing.
	
	Nothing outside of call center

	3.
Verify that tests include:

· Setting goals and objectives in advance;

· Realistic conditions and activity volumes;

· Use of actual back-up system and data files while maintaining off-site back-up copies for use in case of an event concurrent with the testing; 

· Participation and review by internal audit;

· A post-test analysis report and review process that includes a comparison of test results to the original goals;

· Development of a corrective action plan(s) for all problems encountered; and

· Board of directors review.
	
	Needs attention

	4.
Determine if interdependent departments, vendors, and key market providers have been involved in testing at the same time to uncover potential conflicts and/or inconsistencies.
	
	No providers involved

	5.
Determine if the level of testing is adequate for the size and complexity of the organization.  Determine if the testing includes:

· Testing the operating systems and utilities (infrastructure);

· Testing of all critical applications (application level);

· Data transfer between applications (integrated testing); and

· Testing the complete environment and workload (stress test).
	
	Level of testing is below standard

	6.
Determine whether testing at an alternative location includes:

· Network connectivity;

· Items processing and backroom operations connectivity and information; and

· Other critical data feed connections/interfaces.
	
	Call center is working on this, no other departments

	7.
Determine whether testing of the information technology infrastructure includes:

· Rotation of personnel involved; and

· Business unit personnel involvement.
	
	No rotation of staff, many specific skills with one staff member

	8.
Determine whether management considered testing with:

· Critical service providers; 

· Customers;

· Affiliates; 

· Correspondent institutions; and

· Payment systems and major financial market participants.
	
	No plan to date

	Objective 7: Determine if the information technology environment has a properly documented BCP that complements the enterprise-wide and other departmental BCPs.

	1.
Verify that the IT BCP properly supports and reflects the goals and priorities found in the business unit BCP(s).
	
	No BCP plan

	2.
Determine if all critical resources and technologies are covered by the BCP(s), including voice and data communication networks, customer delivery channels, etc.
	
	No resource plan

	3.
Determine if the BCPs include the entire network and communication connections.
	
	Each team is separate

	4.
Determine if the BCP establishes processing priorities to be followed in the event not all applications can be processed.
	
	No priorities

	Objective 8: Determine whether the BCP(s) include(s) appropriate hardware backup and recovery.

	1.
Describe the arrangements for alternative processing capability in the event any specific hardware, the data center, or any portion of the network becomes disabled or inaccessible, and determine if those arrangements are in writing.
	
	Hardware being reviewed

	2.
If the organization is relying on in-house systems at separate physical locations for recovery, verify if the equipment is capable of independently processing all critical applications.
	
	Looking ate moving one production or sandbox system off-site

	3.
If the organization is relying on outside facilities for recovery, determine if the recovery site:

· Has the ability to process the required volume;

· Provides sufficient processing time for the anticipated workload based on emergency priorities; and

· Allows the organization to use the facility until it achieves a full recovery from the disaster and resumes activity at the organization’s own facilities.
	
	Looking at regional offices

	4.
Review the contract between applicable parties, such as recovery vendors.
	
	No contract review outside of telecom

	5.
Determine how the recovery facility’s customers would be accommodated if simultaneous disaster conditions were to occur to several customers during the same period of time.
	
	No plan to date

	6.
Determine whether the organization ensures that when any changes (e.g. hardware or software upgrades or modifications) in the production environment occur that a process is in place to make or verify a similar change in each alternate recovery location.
	
	No change management plan

	7.
Determine whether the organization is kept informed of any changes at the recovery site that might require adjustments to the organization’s software or its recovery plan(s).
	
	Facility, telecom, and other related changes must be provided to the plans manager

	Objective 9: Determine whether the business continuity process includes appropriate data and application software backup and recovery.

	1.
Determine if:

· Duplicates of the operating systems are available both on- and off-site.

· Duplicates of the production programs are available both on- and off-site, including both source (if applicable) and object versions.

· All programming and system software changes are included in the back up.

· Back-up media is stored off-site in a place from which it can be retrieved quickly at any time.

· Frequency and number of back-up generations is adequate in view of the volume of transactions being processed and the frequency of system updates.

· Duplicates of transaction files are maintained on- and off-site.

· Data file back-ups are taken off-site in a timely manner and not brought back until a more current back-up is off-site.
	
	Duplicate Operating System-Not to date

Duplicate Production-Not to date

Changes-Not to date

Back up-current

Frequency- OK – need plan

	2.
Review the written IT continuity plan(s) and determine if the plan(s) addresses the back-up of the systems and programming function (if applicable), including:

· Back-up of programming tools and software; and

· Off-site copies of program and system documentation.  
	
	Need policy, process, and formal plan

	Objective 10: Determine whether the BCP(s) include(s) appropriate preparation to ensure the data center recovery processes will work as intended.

	1.
Determine if the data center has a properly documented BCP(s).  Verify that the information technology BCP(s) properly supports and reasonably reflects the goals and priorities found in the corporate BCP(s).
	
	Not at this time

	2.
Determine if the plan addresses how backlogged transactions and other activity will be brought current.
	
	Not at this time

	3.
Determine if there are plans in place that address the return to normal operations and original business locations once the situation has been resolved and permanent facilities are again available.
	
	Not at this time

	4.
Determine if adequate documentation is housed at the alternate recovery location including:

· Copies of each BCP;

· Copies of necessary system documentation; and
	
	All copies of documentation, plans, and procedure need to be available off-site. Can be via web or other electronic tool (CD)

	Objective 11: Determine that the BCP(s) include(s) appropriate security procedures.

	1.
Determine whether adequate physical security and access controls exist over data back-ups and program libraries throughout their life cycle, including when they are created, transmitted/delivered to storage, stored, retrieved and loaded, and destroyed.
	
	Security and access control needs attention

	2.
Determine if appropriate physical and logical access controls have been considered and planned for the inactive production system when processing is temporarily transferred to an alternate facility.
	
	Limited physical access control

	3.
Determine if the intrusion detection and incident response plan considers resource availability, and facility and systems changes that may exist when alternate facilities are placed in use.
	
	No intrusion detection plan or incident response plan

	4.
Determine if the methods by which personnel are granted temporary access (physical and logical) during continuity planning implementation periods are reasonable.

· Evaluate the extent to which back-up personnel have been reassigned different responsibilities and tasks when business continuity planning scenarios are in effect and if these changes require a revision to the levels of systems, operational, data, and facilities access.

· Review the assignment of authentication and authorization credentials to determine if they are based upon primary job responsibilities and if they also include business continuity planning responsibilities.
	
	No activation parameters

	Objective 12: Determine whether the BCP(s) address(es) critical outsourced activities.

	1. 
Determine if the BCP(s) address(es) communications and connectivity with technical service providers in the event of a disruption at the institution.
	
	In process 

	2.
Determine if the BCP(s) address(es) communications and connectivity with technology service providers (TSPs) in the event of a disruption at the service provider’s facility(ies).
	
	In process

	3.
Determine if there are documented procedures in place for accessing, downloading, and uploading information with TSPs, correspondents, affiliates and other service providers, from primary and recovery locations, in the event of a disruption.
	
	No formal documentation

	4.
Determine if the institution has a copy of the TSP’s BCP(s) and incorporates it, as appropriate, into their plans.
	
	Not currently

	5.
Determine if management has received and reviewed testing results of their TSPs.
	
	No or limited testing to date

	6.
When testing with the critical service providers, determine whether management considered testing:

· From the institution’s primary location to the TSPs’ alternative location;

· From the institution’s alternative location to the TSPs’ primary location; and

· From the institution’s alternative location to the TSPs’ alternative location.
	
	Not considered today

	7.
Determine if institution management has assessed the adequacy of the TSP’s business continuity program through their vendor management program (e.g. contract requirements, SAS 70 reviews).
	
	[Company] understands the need but is not sure how to accomplish

	Conclusions

Objective 13: Discuss corrective action and communicate findings.

	1.
From the procedures performed:

· Document conclusions related to the quality and effectiveness of the business continuity process.

· Determine and document to what extent, if any, you may rely upon the procedures performed by the internal and external auditors in determining the scope of the business continuity procedures.
	
	See recommendations

	2.
Review your preliminary conclusions with the examiner-in-charge (EIC) regarding:

· Violations of law, rulings, regulations;

· Significant issues warranting inclusion as matters requiring board attention or recommendations in the report of examination; and

· Potential impact of your conclusions on composite and component ratings.
	
	See recommendations



	3.
Discuss your findings with management and obtain proposed corrective action and deadlines for remedying significant deficiencies.
	
	See action plan
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EMERGENCY READINESS EVALUATION

An annual emergency readiness evaluation will be conducted on all Continuity of Operations Planning to document their status. The evaluation will help determine plans in place and identify planning that remains to be done. The evaluations will be conducted by members of the Resource Management Staff through focused interviews with planning managers and project specific staff and/or support, if deemed necessary. The evaluation will be conducted through the series of attached questionnaires, which will require completion and delivery before the scheduled panel discussion.

The following instructions are provided to assist the responsible operational service or LAN disaster planning manager in answering the evaluation questions, and aid in the interview process.

The questions should be answered "Yes," "In Process," or "No," by placing either an "X" or  “/" in the appropriate box.

1. A YES (Y) answer indicates that the item in question exists, is adequate and is current, etc.

2. An IN PROCESS (IP) answer indicates that the item exists but is incomplete, out-of-date etc "IP, but        "

3. A NO (N) answer indicates that the item does not exist at all!

If a question does not apply because of "NO" answer to a previous question, answer "NO" For example:

a. Is there a formal written disaster recovery plan? NO

b. Is there a formal distribution list for the plan? NO

Answers to the questions will be analyzed and the progress of planning will be determined The status of emergency readiness will be reported to the _______________.

The evaluation questions may be used to develop an action item list for the continuity of operations action plan. The action plan will be updated quarterly.

EMERGENCY READINESS EVALUATION

	CONTINUITY OF OPERATIONS PLAN DOCUMENTATION
	Yes
	IP
	No

	Is there a formal, written continuity of operations plan?
	
	
	X

	Is the plan in electronic form? 
	
	
	X

	Is there one person responsible for maintaining the plan?
	
	
	X

	Is there a formal distribution list for the plan?
	
	
	X

	Does everyone on the distribution list have a current copy of the plan?
	
	
	X

	Is the plan readily available if a disaster is declared?
	
	
	X

	CRITICAL SERVICES/LAN APPLICATIONS
	Yes
	IP
	No

	Has each operational service or LAN application been assigned a

priority within its operational environment? 
	
	
	X

	Has the cost/loss to the agency of not restoring the service or LAN

application been determined?
	
	
	X

	Have date and time constraints on restoring each service or

LAN application been determined?
	
	
	X

	Has the impact of not restoring each service or LAN application

for a day, week, month been determined? 
	
	
	X

	Have dependent carriers/vendors, or processing dependencies been

identified for each service or LAN application? 
	
	
	X

	Have legal and contractual restraints, if any, been identified and

addressed for each service or LAN application? 
	
	
	X

	Have all emergency readiness requirements (hardware, software,

data, etc) been determined for each of the highest priority services or LAN applications?
	
	
	X

	EMERGENCY READINESS EVALUATION BACKUP FACILITIES & PROCEDURES 
	Yes
	IP
	No

	Are backup files maintained at a secondary site? 
	X
	
	

	Are duplicate program files stored off-site?
	
	
	X

	Are duplicate copies of documentation maintained? 
	
	
	X

	Are copies of documentation stored off-site?
	
	
	X

	Are backup copies of documentation reviewed periodically to assure applicability?
	
	
	X

	Is a backup service facility, contingent operations mode or backup LAN available?
	
	X
	

	Is the backup service facility or LAN in a different room or building than the primary facility or LAN?
	X
	
	

	Can the backup facility handle the current workload? 
	X
	
	

	If no designated backup exists, is there access to another service facility, carrier, or LAN?
	N/A
	
	


EMERGENCY READINESS EVALUATION

	Is an implementation plan available for use of backup facility, carrier, or LAN? 
	
	X
	

	Have formal contingency plans been developed for service facility

or backup capability? 
	
	
	X

	EMERGENCY READINESS EVALUATION CONTINGENCY PROCEDURES 
	Yes
	IP
	No

	Has it been determined if manual processing of each critical service function or LAN application is feasible and necessary?
	
	X
	

	Are there formal, written manual operating procedures for each such critical service or LAN application?
	
	
	X

	Are there formal, written procedures for resuming operating services and LAN-based applications after manual processing?
	
	
	X

	Have all manual processing procedures been tested?
	
	
	X

	Have all procedures for resumption of operational services and LAN processing been tested? 
	
	
	X

	EMERGENCY READINESS EVALUATION RECOVERY PROCEDURES 
	Yes
	IP
	No

	Have disaster recovery teams been defined? 
	
	X
	

	Does each recovery team have specific written responsibilities and procedures to follow?
	
	
	X

	Do recovery procedures cover each of the following:
	
	
	

	Retrieval of all necessary files documentation etc from the off-site vault? 
	
	
	X

	Activation of a backup facility, carrier or LAN if necessary?
	
	X
	

	Transportation of personnel supplies etc, to offsite alternatives, if necessary? 
	X
	
	

	Establishment of necessary communications and telecommunications links? 
	
	
	X

	Copying backup files and programs to the backup alternative? 
	
	
	X

	Specific instructions for recovery of each service function and critical LAN application? 
	
	
	X

	Running a test to verify proper performance of hardware, software and communication/telecommunications links? 
	
	
	X

	Determining a schedule for interim restoration of service functions and processing of critical LAN applications? 
	
	
	X

	Liaison with users?
	
	
	X

	Return to normal operations and processing when the primary service facility or LAN is fully restored?
	
	
	X


EMERGENCY READINESS EVALUATION

	EMERGENCY READINESS EVALUATION EVENT DETECTION
	Yes
	IP
	No

	Are there specific procedures for responding to emergencies (fires bomb threats etc)? 
	
	
	X

	Are emergency procedures readily available in the service facility? 
	
	
	X

	Do emergency procedures include actions that pertain specifically to the operational service or LAN data?
	
	
	X

	Do emergency procedures specify persons to be contacted and their alternates?
	
	
	X

	Are there procedures or guidelines for escalating problems or  interruptions to disaster status?
	
	
	X

	MANAGEMENT PROCEDURES 
	Yes
	IP
	No

	Is there one person with management responsibility for disaster recovery?
	
	
	X

	Is there one person responsible for coordinating recovery operations?
	
	
	X

	Have recovery operation teams been defined, staffed and trained?
	
	X
	

	Is there a procedure for notifying the disaster management team?
	
	
	X

	Have specific locations been identified, either on-site and off-site (or both) to use as control centers for directing recovery operations?
	
	
	X

	Is there a procedure for conducting damage assessment?
	
	
	X

	Have the persons responsible for damage assessment been identified?
	
	
	X

	Is there a procedure for notifying the recovery LAN organization and mission-essential service users of steps to be taken? 
	
	
	X

	Is there a current list of service facility and LAN personnel phone numbers?
	
	X
	

	EMERGENCY READINESS EVALUATION INVENTORY

Is there a current inventory of each of the following resources:
	Yes
	IP
	No

	Hardware 
	X
	
	

	Communications and telecommunications components
	X
	
	

	Data entry devices, if required
	X
	
	

	Firmware
	
	
	X

	Software
	
	
	X

	Data
	
	
	X

	Supplies
	
	
	X

	Does the inventory show which items are needed for critical

service functions and LAN applications?
	
	
	X

	Is there a list of dependent carriers, hardware, software and

other service vendors?
	
	
	X


	EMERGENCY READINESS EVALUATION TRAINING
	Yes
	IP
	No

	Is there a systematic program for training on the continuity of operations plan? 
	
	
	X

	Are records kept of which employees have received continuity of operations training?
	
	
	X

	Is the training program revised based on the results of recovery tests?
	
	
	X

	Are service facility and LAN staff given cross-training? 
	
	
	X

	Is the continuity of operations plan used as the basis for training?
	
	
	X

	TESTING
	Yes
	IP
	No

	Have the contents of the offsite vault been tested for adequacy

within the past year?
	
	
	X

	Are there procedures for testing restoration of services using in house service or LAN facilities and off-site files and

documentation? 
	
	
	X

	Have recovery procedures been tested within the past year using in house facilities and off-site files and documentation?
	
	
	X

	Have recovery procedures been tested within the past year using

backup facilities and offsite files and documentation? 


	
	
	X

	MAINTENANCE
	Yes
	IP 
	No

	Is there a schedule for review and revision of the continuity of operations plan? 
	
	
	X

	Is there a procedure for initiating revisions to the continuity of operations plan?
	
	
	X

	Are the results of testing reviewed for training implications?
	
	
	X

	Are the results of training reviewed for planning implications?
	
	
	X

	EMERGENCY RESPONSE PLAN
	Yes
	IP 
	No

	Do any exist?
	
	
	X

	Has a Risk Assessment ever been done?
	
	
	X

	Pre-incident Training and preparation procedures equipment handling
	
	
	X

	Identification of Emergency Response Team
	
	
	X

	Identification of EOC.
	
	
	X

	Incident Notification procedures
	
	
	X

	Facility evacuation procedures
	
	
	X

	Employee meeting and disbursement procedures
	
	
	X

	Incident Response procedures
	
	
	X

	Incident Assessment procedures
	
	
	X

	Exercise Log and notes from previous exercises
	
	
	X

	Timetable for review and maintenance of plan
	
	
	X


	CRISIS COMMUNICATIONS PLAN
	Yes
	IP 
	No

	Do any exist?
	X
	
	

	Identification of potential crisis and public relation vulnerabilities.
	
	
	X

	Members Identified
	
	
	X

	Crisis Assessment Procedures
	
	
	X

	Alternative contacts Identified
	X
	
	

	Designation of Spokesperson or Spokespersons
	X
	
	

	Internal Communications Protocols and Procedures
	X
	
	

	External Communications Protocols and Procedures
	
	
	X

	Rumor Control Procedures
	
	
	X

	Sample Scripts or Responses
	
	
	X

	Response Logs
	
	
	X

	Follow up Procedures
	
	
	X

	Post-mortems
	
	
	X

	Exercise Log and notes from previous exercises
	
	
	X

	Timetable for review and maintenance of plan
	
	
	X



CONTINUITY OF OPERATIONS PLAN
FOR

BUSINESS AND TECHNICAL SERVICES

March 2006

Continuity of Operations Assessment Tool

Grading
Green: Fully addressed and meets guidance.
Yellow: Partially addressed - Work is ongoing. May be capable but does not fully meet guidance. 
Red: Not addressed – Does not meet guidance.

Scope
Department and Department has established the scope for the continuity plan to include applicability for the headquarters level and subordinate elements.

	A. Criteria and Reference: Plans and Procedures
	Score
	Comments
	Location of Document or Supporting Resource

	A.1
	COOP Plan incorporates all of the following elements: essential functions; alternate facility(s); vital records, databases, and systems; orders of succession; delegation of authorities; COOP implementation plans and procedures; COOP responsibilities; content and maintenance of drive-away kits; interoperable communications; and COOP personnel and other employee contact lists? (Annex A.1-10 and Annex A.2.e)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	No coop plan
	 

	A.2
	Plans for activation and relocation with or without warning? (Annex A.1.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	A.3 
	Plans for notifying the FOC, CORPORATEheadquarters, subordinate organizations, other points of contact, COOP related personnel, and non-COOP related personnel, as required? (Annex A.1.b and Annex A.2.f)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None 
	 

	A.4 
	Plans for movement to alternate operating facility(s) to include directions and maps of routes from primary location to alternate operating facility(s)? (Annex A.1.c)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None for operations
	 

	A.5 
	Plans for movement of records for activation and relocation, not pre-positioned, from the primary to the alternate operating facility(s)? (Annex A.1.d)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	A.6 
	Plans for ordering of necessary equipment/supplies not already in place? (Annex A.1.e)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	None 
	 

	A.7 
	Plans for reception and in processing of COOP personnel? (Annex A.2.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No reception plan
	 

	A.8 
	Plans for transition of responsibilities to the deployed COOP personnel? (Annex A.2.b)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	A.9 
	Guidance for non-deployed personnel? (Annex A.2.c)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No guidance plan
	 

	A.10 
	Identification of replacement personnel and augmentees, as necessary? (Annex A.2.d)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	A.11 
	Redeployment plans to phase down alternate facility operation and return operations, personnel, records, and equipment to the primary operating facility, when appropriate? (Annex A.2.g)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	A.12 
	Reconstitution plans informing all personnel, including non-deployed personnel, that the need to COOP no longer exists, and providing instructions for resumption of normal operations? (Annex A.3.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No plan
	 

	A.13 
	Reconstitution plans for an orderly return to the normal operating facility, or movement to other temporary or permanent facility(s) using a phased approach if conditions necessitate? (Annex A.3.b)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	A.14 
	Plans to include notification of the status of relocation to the FOC, CORPORATEheadquarters, and other Department points of contact, as applicable? (Annex A.3.c) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None 
	 

	A.15 
	Plans for an after-action review of COOP operations and effectiveness of plans and procedures as soon as possible, identifying areas for correction, and developing a remedial action plan? (Annex A.3.d)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Need after-action process
	 

	A.16 
	Plans have been reviewed annually and approved by senior managers? (InterDepartment Recommendation) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Need review process
	 

	A.17 
	Plans include guidance for accounting for personnel? (InterDepartment Recommendation) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Need accounting policy
	 


	B. Criteria and Reference: Essential Functions
	Score
	Comments
	Location of Document or Supporting Resource

	B.1 
	Identified essential functions, which must be continued under all circumstances with minimal disruption or cannot be interrupted for more than 12 hours, without compromising the organization’s ability to perform its mission? (Annex B.1)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	Need to define level of disruption
	 

	B.2 
	Capable of sustaining the essential functions until normal business activities for up to 30 days? (Annex B.1)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Define normal at 30 days
	 

	B.3 
	Essential functions are prioritized based on the criticality and time sensitivity of the function? (Annex B.2)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Need to prioritize functions
	 

	B.4 
	Established staffing, resource requirements, and any other supporting activities needed to perform those functions within 12 hours or less of COOP activation and for up to 30 days? (Annex B.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Build minimal staffing model
	 

	B.5 
	Established a roster of personnel, by position, needed to perform those essential functions? (Annex B.3.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Define a roster program
	 

	B.6 
	Identified personnel assigned to the positions? (Annex A.2.d)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Define roles and responsibilities in Emergency Response Team Manual (ERTM)
	 

	B.7 
	Identified equipment, including information technology and telecommunications hardware needed to perform essential functions? (Annex B.3.b)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See B.6
	 

	B.8 
	Identified mission critical data needed to perform essential functions? (Annex B.4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Set a team priority
	 

	B.9 
	Identified consumable office supplies needed to perform essential functions? (Annex B.5)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Define Kits within administration groups
	 

	B.10 
	COOP plan includes a statement that indicated all functions deemed not essential would be deferred? (Annex B.6)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Senior managers need to document and rank functions
	 

	B.11 
	Annual review and update of listed resources required to perform essential functions? (Annex B)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See A.16
	 

	B.12 
	Do Essential Functions identify integrated support activities or dependencies on other organizations where applicable? (InterDepartment Recommendation)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Develop an impact matrix of functions
	 

	B.13 
	Have dependencies been addressed, where applicable, to ensure availability of necessary? (InterDepartment Recommendation)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	Work flow model is necessary for more than DR  and Coop
	 


	C. Criteria and Reference: Delegations of Authority
	Score
	Comments
	Location of Document or Supporting Resource

	C.1 
	Documentation of the legal authority for officials, including those below the department head, to make key policy decisions during a coop situation? (Annex C.1) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Identify key roles and two levels of alternates
	 

	C.2 
	Identified the programs and administrative authorities needed for effective operations at all Department levels having essential functions? (Annex C.2)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Issue DR/Coop policy for “maintain operations”
	 

	C.3 
	Documents the necessary authority for delineating the limits of authority and accountability? (Annex C.3.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Build spend and authority levels in three groups
	 

	C.4 
	Documents the necessary authority of an official whom authority has been delegated to exercise department direction, including any exceptions, and their authority to re-delegate functions and activities, as appropriate? (Annex C.3.b) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	C.5 
	Documents the circumstances under which delegated authorities would be exercised and when they would terminate? (Annex C.3.c) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create an execution trigger plan
	 

	C.6 
	Ensure that manager who might be expected to assume authorities in a COOP situation are trained to carry out their emergency duties, conducted at least annually? (Annex C.4) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Formal Coop manager training
	 


	D. Criteria and Reference: Orders of Succession
	Score
	Comments
	Location of Document or Supporting Resource

	D.1 
	Establish an order of succession to the position of department head to include geographical dispersion among regional, field, or satellite leadership? (Annex D.1.a-b)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create management succession plan
	 

	D.2 
	Establish orders of succession to other key department leadership positions including Regional Director(s) or other department leadership as necessary? (Annex D.2.a-d)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See D.1
	 

	D.3 
	Describe the orders of succession by positions or titles rather than names of individuals? (Annex D.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Key to change management
	 

	D.4 
	Establish the rules and procedures designated officials must follow when facing the issue of succession to office? (Annex D.4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create a hit list of possible scenearios
	 

	D.5 
	Include in succession procedures the conditions under which succession will take place; method of notification; and, any temporal, geographical, or organizational limitations of authorities? (Annex D.5) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create maximum – minimum guidelines based on severity  
	 

	D.6 
	Include orders of succession in the vital records of the Department and ensure they are available at the alternate facility in the event of COOP activation? (Annex D.6)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Lock all records open as needed
	 

	D.7 
	Orders of succession are revised as necessary and distributed promptly as changes occur? (Annex D.7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See A.16
	 

	D.8 
	Designate responsibility for updating and promulgating orders of succession? (Annex D.7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See A.16
	 

	D.9 
	Provide annual briefings to designated successors on their responsibilities and on any provisions for their relocation, if necessary? (Annex D.8)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create annual audit/review process
	 


	E. Criteria and Reference: Alternate Operating Facilities
	Score
	Comments
	Location of Document or Supporting Resource

	E.1 
	Performed an all-hazard risk assessment for facility(s) considered for COOP use? (Annex E.1)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See risk assessment
	 

	E.2 
	Alternate facility(s) has the ability to be operational within 12 hours of COOP activation? (Annex E.1.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create critical up plan: who/what/where 

See ERTM
	 

	E.3 
	Alternate facility(s) has the ability to sustain operations until normal business operations can resume for up to 30 days? (Annex E.1.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See ERTM
	 

	E.4 
	Alternate facility(s) is located enough distance from any vulnerable areas or facilities? (Annex E.1.b)
	 _X_  Green  
 ___  Yellow
 ___  Red    
	 Remote offices
	 

	E.5 
	Access to essential resources such as food, water, fuel, medical facilities, and municipal services from alternate facility(s)? (Annex E.1.c)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 In process
	 

	E.6 
	Access to transportation for associates or a defined transportation plan that describes procedures for a warning/no warning event? (Annex E.1.d)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create a transportation plan within ERTM
	 

	E.7 
	Alternate facility(s) has the ability to run emergency power to allow essential functions and operations to continue in any environment? (Annex E.2)
	 _X_  Green  
 ___  Yellow
 ___  Red    
	 Within a current plan
	 

	E.8 
	A signed MOU/MOA exists if the alternate facility is not owned or leased by the Department? (Annex E.3 and Annex E.1-7 “Acquisition Process”)
	 ___  Green  
 ___  Yellow
 _X_  Red    
 ___  N/A    
	 Next step MOA road map
	 

	E.9 
	The MOU/MOA is reviewed annually? (Annex E.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
 ___  N/A    
	 See A.16
	 

	E.10 
	The MOU/MOA takes into consideration the time period from notification of requirement to availability of facility for occupancy; space and services required; and sole use of allocated space during the period of occupancy? (Annex E.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
 ___  N/A    
	 See MOA in guide
	 

	E.11 
	Alternate facility(s) is sized according to the scope of staffing needed for COOP activation? (Annex E.4)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Review size needs 
	 

	E.12 
	Plans are developed to address housing for COOP personnel? (Annex E.5)
	 ___  Green  
 ___  Yellow
 _X_  Red    
 ___  N/A    
	 Look at possible need for remote housing
	 

	E.13 
	Transportation resources are identified for use at the alternate facility(s)? (Annex E.6)
	 ___  Green  
 ___  Yellow
 _X_  Red    
 ___  N/A    
	 This may be overkill
	 

	E.14 
	Adequate communications exist at alternate facility(s) to perform essential functions? (Annex E.7)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 In process
	 

	E.15 
	Alternate facility(s) provides physical security that meets all requirements established by annual threat assessments and physical security surveys? (Annex E.8)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Complete security assessment
	 

	E.16 
	Physical security capabilities are tested annually? (Annex E.8)
	 ___  Green  
 ___  Yellow
 _X_  Red    
 ___  N/A    
	 See above and A.16
	 

	E.17 
	Alternate facility(s) has sufficient perimeter, access, and internal security functions as required by Department policy? (Annex E.8)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 See above and A.16
	 

	E.18 
	Adequate life support items are available from external sources and are accessible to the facility in sufficient quantities to sustain 30 days of operations? (Annex E.9)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 This is a discussion item
	 

	E.19 
	Department has pre-positioned or detailed site preparation and activation plans to achieve full operational capability within 12 hours of notification? (Annex E.10)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See activation plan
	 

	E.20 
	Department developed facility maintenance and inspection procedures to ensure its alternate facility(s) is able to support COOP essential functions and personnel within 12 hours and for up to 30 days? (Annex E.11)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See activation plan
	 

	E.21 
	Corporate has addressed the use of virtual offices as an alternate facility? (Annex E.2.a-c)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look at a virtual office plan
	 

	E.22 
	Department identified all alternate facilities and provided the necessary data concerning the facility(s) to Corporate? (Annex E “The Reporting Process”)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not at this time
	 


	F. Criteria and Reference: Interoperable Communications
	Score
	Comments
	Location of Document or Supporting Resource

	F.1 
	Department adequately identified all necessary communications media likely to be available and needed in an emergency situation? (Annex F and Annex F.2)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Currently looking at communication strategy
	 

	F.2 
	Department has the equipment resources to support the essential functions? (Annex F and Annex F.2)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 See F.1
	 

	F.3 
	Interoperable communications capability is commensurate with Department’s essential functions, including quantity as per the staffing plan within a Department COOP? (Annex F.1 and Annex F.1)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See F.1
	 

	F.4 
	Ability to communicate with Corporate COOP personnel, other employees, leadership, and other elements, to include bureaus, regions, and field offices? (Annex F.2)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Formal plan needed
	 

	F.5 
	Ability to communicate local, state, and federal agencies and their COOP sites, and critical customers, as required? (Annex F.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look at Stevens Point and Portage county needs
	 

	F.6 
	Access to data, systems, and services necessary to conduct essential functions and support activities? (Annex F.4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not to date
	 

	F.7 
	Department reviewed redundant IT equipment and countermeasures that provide access to data systems and services to conduct essential functions and support activities? (Annex F.4) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 A redundant hardware model needs to be formal
	 

	F.8 
	Redundant communications systems for use in COOP implementation and operations within 12 hours of COOP activation and sustained for up to 30 days? (Annex F.5-6)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Include in recovery strategy
	 

	F.9 
	Communications and systems interoperability with existing field infrastructures? (Annex F.7)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Under review
	 

	F.10 
	Quarterly testing of the COOP Communications Plan? (Annex F.3)
	 ___  Green  
 _X_  Yellow
 ___  Red    
 ___  N/A    
	 See A.16
	 

	F.11 
	Validate internal and external communications capabilities at all alternate facilities at least quarterly? (Annex F.3)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Required for compliance
	 


	G. Criteria and Reference: Vital Files, Records and Databases
	Score
	Comments
	Location of Document or Supporting Resource

	G.1 
	Has a vital records program, with a specific purpose and scope, been officially established within your organization? (Annex G.1 and Annex G.1.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No vital records plan has been established. Data and systems have been reviewed.
	 

	G.2 
	Does the program assign roles and responsibilities? (Annex G.1.b)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	G.3 
	Does the program provide for staff training? (Annex G.1.c) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	G.4 
	Is the program periodically reviewed and tested? (Annex G.1.d)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	G.5 
	Within 12 hours of COOP plan activation, will your COOP personnel have access to the CORPORATElocal area network (LAN)? (Annex G.2.a)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Current LAN and system recovery is basic but possible for recovery 
	 

	G.6 
	Within 12 hours of COOP plan activation, will your COOP personnel have access to the CORPORATEvital electronic records? (Annex G.2.b)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 See G.5
	 

	G.7 
	Within 12 hours of COOP plan activation, will your COOP personnel have access to the CORPORATEcritical information systems and data? (Annex G.2.c)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 See G.5
	 

	G.8 
	Within 12 hours of COOP plan activation, will your COOP personnel have access to the CORPORATEinternal and external email and archives? (Annex G.2.d)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 See G.5
	 

	G.9 
	Within 12 hours of COOP plan activation, will your COOP personnel have access to the CORPORATEvital hard copy records? (Annex G.2.e)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	G.10 
	CORPORATEaddressed multiple redundant media for storage of vital records? (Annex G.2) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 This needs to be addressed in a policy
	 

	G.11 
	Does your Department maintain a complete inventory of records identified under Emergency Operating Records and Legal and Financial Records, along with location and access information? (Annex G.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No
	 

	G.12 
	Does your CORPORATEmaintain Emergency Operating Records and Legal and Financial Records at multiple sites? (Annex G.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not Currently
	 

	G.13 
	Have you performed a risk assessment to identify risks if vital records are retained in current locations and medium, and the difficulty of reconstituting them if they are destroyed? (Annex G.4.a) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No
	 

	G.14 
	Have you determined if off site storage is necessary? (Annex G.4.b)
	 _X_  Green  
 ___  Yellow
 ___  Red    
	Yes and in place 
	 

	G.15 
	Have you determined if alternative storage media is advisable? (Annex G.4.c)
	 _X_  Green  
 ___  Yellow
 ___  Red    
	 Yes and in place
	 

	G.16 
	Have you determined if it is necessary to duplicate records to provide a vital records copy? (Annex G.4.e)
	 _X_  Green  
 ___  Yellow
 ___  Red    
	 Current
	 

	G.17 
	Have you selected protection methods for vital records? (Annex G.5)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Needs to be reviewed
	 

	G.18 
	Do you have procedures for routinely updating vital records to ensure that they always contain the most current information? (Annex G.6)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 See G.18
	 

	G.19 
	Have you identified records recovery experts and vendors to assist with recovery in the event of records damage? (Annex G.7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Good responsibility for ERT person
	 

	G.20 
	Have you developed and maintained a vital records plan packet? (Annex G.8) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 A must
	 

	G.21 
	Does you plan packet contain a hard copy or electronic list of key Department personnel and disaster staff with up-to-date telephone numbers? (Annex G.8.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See G.20
	 

	G.22 
	Does it contain a vital records inventory with precise locations of vital records? (Annex G.8.b)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See G.20
	 

	G.23 
	Does it contain the necessary keys or access codes? (Annex G.8.c)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Secure to physical CD or Data storage alternative
	 

	G.24 
	Does it list alternate operating facility locations? (Annex G.8.d)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No
	 

	G.25 
	Do you have a listing of the access requirements and lists of sources of equipment necessary to access the records? (Annex G.8.e)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No, to be included in plan
	 

	G.26 
	Does it list records recovery experts and vendors? (Annex G.8.f)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not currently
	 

	G.27 
	Do you have a copy of the Department's disaster recovery plan (e.g. COOP or Vital Records Recovery Plan)? (Annex G.8.g)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 In process
	 

	G.28 
	Do you periodically review the packet to ensure that the information is current? (Annex G.8)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See A.16
	 

	G.29 
	Is a copy securely maintained at the Department's alternate operating facilities? (Annex G.8)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 This is a must, either on electronic media or paper
	 

	G.30 
	Have you developed a training program for all staff involved in the vital records program to include periodic briefings to managers about the vital records program and its relationship to their records and business needs and staff training focusing on the identification, inventorying, protection, storage, access to, and updating of the vital records? (Annex G.9)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Formal training plan needed
	 

	G.31 
	Do you periodically review the vital records program to address any new security issues, identify problem areas, update information, and identify additional vital records that may result from new Department programs or functions from organizational changes? (Annex G.10)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Formal review process needed
	 

	G.32 
	Do you have capabilities for protecting unclassified and/or classified vital records and databases and providing access to them from the alternate operating facility? (Annex G.11)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Classification of data types and data required 
	 

	G.33 
	Is this capability-tested semi annually? (Annex G.11)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No testing today
	 


	H. Criteria and Reference: Human Capital
	Score
	Comments
	Location of Document or Supporting Resource

	H.1 
	Does your COOP plan include Department procedures for dismissal or closure to employees that are reviewed at least annually? (Annex H-4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Policy review needed
	 

	H.2 
	Does your COOP plan include Department procedures for identifying emergency employees who must report for work under various situations to continue Government operations? (Annex H-4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not at this time, to be included in ERTM
	 

	H.3 
	Does your COOP plan include Department procedures for notifying these employees in writing that they are so designated? (Annex H-4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See H.2
	 

	H.4 
	Does your COOP plan include Department procedures for notifying "non-emergency employees" or "non-special categories of employees" to report for or remain at work when Government operations are disrupted? (Annex H-4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 A must 
	 

	H.5 
	Does your COOP plan include Department procedures for determining, at least annually, when an employee's formal or informal telework agreement must be amended for telework employees who may be required to continue to work at their alternative worksites on their telework-day when the Department is closed? (Annex H-4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look at remote or telework plan
	 

	H.6 
	Does your COOP plan include Department procedures for notifying employees that if they are required to report for work and are not otherwise granted excused absence, they will be charged absence without leave (AWOL) for the period not worked and may potentially be disciplined for the AWOL at the Department's discretion? (Annex H-4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look at radio TV or Coop website for notification. Develop policy.
	 

	H.7 
	Does your COOP plan include Department procedures for requiring managers to be responsible for determining closure, dismissal, and leave policies for employees on shift work and for informing employees of these policies. (Annex H-5)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Define authority model 
	 

	H.8 
	Does your COOP plan include Department procedures for familiarizing employees with the methods of communications put into place at their Department, as well as the means of notification used to inform and instruct employees? (Annex H-5) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Quarterly training
	 

	H.9 
	Does your COOP plan include Department procedures for encouraging employees to remain aware and be attentive to suspicious activities? (Annex H-5)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Develop suspicious activity scenario and plan
	 

	H.10 
	Does your COOP plan include Department procedures for regularly testing its fire and safety public address systems? (Annex H-5)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	H.11 
	Does your COOP plan include Department procedures for providing supplies in the case of shelter-in-place response to an emergency? (Annex H-5)
	 _X_  Green  
 ___  Yellow
 ___  Red    
	 
	 

	H.12 
	Does your COOP plan include Department procedures for posting clear signage for evacuation routes? (Annex H-5)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Evacuation signage can be improved 
	 

	H.13 
	Does your COOP plan include Department procedures for having a protocol for safety and security personnel to maintain communications in an emergency? (Annex H-5)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look at security and safety enhancements
	 

	H.14 
	Does your COOP plan include Department procedures for having in place an overtime pay policy for Standby Duty, when employees are required to remain in a state of readiness to perform work during an emergency? (Department H-6) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Define acceptable practice “Family First” plan
	 

	H.15 
	Does your COOP plan include Department procedures for having in place a policy to utilize compressed work schedules during an extended emergency? (Department H-6)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look at scheduling options in the event of activation
	 

	H.16 
	Does your COOP plan include Department procedures for having a policy for implementation for the Biweekly Premium Pay Limitation? (Department H-6)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look at benefits and time off policy for extended DR
	 

	H.17 
	Does your COOP plan include Department procedures for having a policy for implementation for the Annual Premium Pay Limitation? (Department H-6)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See H.16
	 

	H.18 
	Does your COOP plan include Department procedures for having in place a plan to fill emergency or special staffing needs for excepted appointments (Temporary Emergency Need (Up To 1 Year) and 30-Day Critical Need)? (Department H-7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Emergency hire process
	 

	H.19 
	Does your COOP plan include Department procedures for having in place a plan to fill emergency or special staffing needs for reemploying annuitants? (Department H-7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 See H.18
	 

	H.20 
	Does your COOP plan include Department procedures for having in place a plan to fill emergency or special staffing needs for reemploying buyout recipients? (Department H-7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	H.21 
	Does your COOP plan include Department procedures for having in place a plan to fill emergency or special staffing needs for direct-hire authority? (Department H-7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Define hire policy in the event of activation 
	 

	H.22 
	Does your COOP plan include Department procedures for having in place a plan to fill emergency or special staffing needs for contract with private sector temporary firms for services to meet its emergency needs? (Department H-7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look at temporary agency capabilities and priorities. Set rates in advance. A shortage in staff will drive up costs.
	 


	I. Criteria and Reference: Test, Training and Exercise Program
	Score
	Comments
	Location of Document or Supporting Resource

	I.1 
	Does your Department test program include quarterly testing of COOP alert, notification, and activation procedures? (Annex I.1.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No or limited test plan in place
	 

	I.2 
	Do you semi-annually test plans for the recovery of vital classified and unclassified records, critical information systems, services, and data? (Annex I.1.b)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	I.3 
	Do you test, quarterly, your COOP communications capabilities? (Annex I.1.c)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 
	 

	I.4 
	Do you annually test primary and backup infrastructure systems and services at alternate operating facilities (e.g., power, water, fuel)? (Annex I.1.d)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 
	 

	I.5 
	Does your Department training program include an Annual COOP awareness briefing (or other means of orientation) for the entire workforce? (Annex I.2.a)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	I.6 
	Annual team training for COOP personnel? (Annex I.2.b)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	I.7 
	Annual team training for Department personnel (and host or contractor personnel) assigned to activate, support, and sustain COOP operations at alternate operating facilities? (Annex I.2.c)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 
	 

	I.8 
	Annual exercise that incorporates the deliberate and pre-planned movement of the COOP personnel to an alternate operating facility? (Annex I.2.d)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 In call center only
	 

	I.9 
	A comprehensive debriefing conducted after each exercise for the participants to identify systemic weakness in plans and procedures and recommend COOP plans revisions? (Annex I.2.e)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 No debrief model
	 

	I.10 
	Does your exercise program provide an opportunity for COOP personnel to demonstrate their familiarity with COOP plans and the capability to continue essential functions? (Annex I.3.a)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Call center only
	 

	I.11 
	Do you annually conduct a deliberate and pre-planned movement of COOP personnel to an alternate operating facility? (Annex I.3.b)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Call center only
	 

	I.12 
	Do you annually test your communications capabilities and inter- and intra-Department dependencies? (Annex I.3.c)
	 _X_  Green  
 ___  Yellow
 ___  Red    
	 
	 

	I.13 
	Do you have plans to notify the Coop resources and other Department points of contact, as applicable? (Annex I.3.c)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 


	J. Criteria and Reference: Devolution of Control and Direction
	Score
	Comments
	Location of Document or Supporting Resource

	J.1 
	Does your plan for devolution identify prioritized essential functions and determine necessary resources to facilitate their immediate and seamless transfer to a devolution site? (Annex J.1)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 A bit bumpy
	 

	J.2 
	Does your plan for devolution include a roster identifying fully equipped and trained personnel at the designated devolution site with the authority to perform essential functions and activities when the devolution option of COOP is activated? (Annex J.2)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not currently
	 

	J.3 
	Does it identify the likely triggers that would initiate or activate the devolution option? (Annex J.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	None 
	 

	J.4 
	Does it specify how and when direction and control of Department operations will be transferred to the devolution site? (Annex J.4)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 In the call center only
	 

	J.5 
	Does it list the necessary resources (people, equipment, and materials) to facilitate the ability to perform essential functions at the devolution site? (Annex J.5) 
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Call center only
	 

	J.6 
	Does it establish reliable processes and procedures to acquire resources necessary to continue essential functions and sustain operations for extended periods? (Annex J.6) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Very limited 
	 

	J.7 
	Does it establish capabilities to restore or reconstitute Department authorities to their pre-event status upon termination of devolution? (Annex J.7)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not at all
	 

	J.8 
	Does your Devolution site and personnel have the capability to support all COOP essential functions and activities? (Annex J)
	___  Yes  
 _X_  No    
	 
	 


	K. Criteria and Reference: Reconstitution Operations
	Score
	Comments
	Location of Document or Supporting Resource

	K.1 
	Does your Department have an executable plan to transition from COOP status to an efficient normal operations status once a threat or disruption has passed? (Annex K1) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	K.2 
	Does your Department have coordinated and pre-planned options for the reconstitution of the Department regardless of the level of disruption causing implementation of its COOP plan? (Annex K.2)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	K.3 
	Do your pre-planned options include movement back from the COOP or devolution location to the original operating site or a new operating facility if necessary? (Annex K.3) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None 
	 

	K.4 
	Do you have reconstitution procedures that inform all personnel that the threat of or actual emergency no longer exists, and provide instructions for resumption of normal operations? (Annex K)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	K.5 
	Do you have reconstitution procedures that supervise an orderly return to the normal operating facility or movement to other temporary or permanent operating facility? (Annex K) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	K.6 
	Do you have reconstitution procedures that verify that all systems, communications, and other required capabilities are available and operational and that the Department(s) are fully capable of accomplishing all essential functions/operations at the new or restored facility? (Annex K)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not possible at this time
	 

	K.7 
	Do you have reconstitution procedures that instruct the Department POC to reports status of the relocation to the FOC and other points of contact, as necessary? (Annex K)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 

	K.8 
	Do you have reconstitution procedures that provide for the conduct of an after-action review of COOP operations and the effectiveness of plans and procedures, identify areas for correction, and develop a remedial action plan as soon as possible after the reconstitution? (Annex K) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 None
	 


	L. Criteria and Reference: Department Head Responsibilities
	Score
	Comments
	Location of Document or Supporting Resource

	L.1 
	Establishes Department COOP Program? (12.a.1)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Spotty
	 

	L.2 
	Appoints a senior executive as the Department COOP program point-of-contact? (12.a.2) 
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Not specific, very informal
	 

	L.3 
	Developed a COOP Multi-Year Strategy and Program Management Plan that includes a program budget to support a viable COOP capability? (12.a.3)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Look to 18 month plan
	 

	L.4 
	Developed, approved and maintains Department COOP plans and procedures for headquarters and all subordinate elements? (12.a.4)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 “To do”
	 

	L.5 
	Conducts tests, training, and exercises of Department COOP plans at least annually, to include COOP personnel, and essential systems and equipment, to ensure timely and reliable implementation of COOP plans and procedures? (12.a.5)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 A must
	 

	L.6 
	Participates in interDepartment COOP exercises to ensure effective interDepartment coordination and mutual support? (12.a.6)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 As part of training
	 

	L.7 
	Notifies the FOC and other appropriate agencies upon any implementation of COOP plans? (12.a.7)
	 ___  Green  
 _X_  Yellow
 ___  Red    
	 Create a Coop operative
	 

	L.8 
	Provides updates on COOP status to the FOC as designated or if the Department’s COOP status changes? (12.a.8)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create formal change/update process
	 

	L.9 
	Coordinates intra-Department COOP efforts and initiatives with policies, plans, and activities in accordance with directives related to terrorism, Critical Infrastructure Protection, and all-hazards preparedness? (12.a.9)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Coop-roadmap
	 

	L.10 
	Contingency planning efforts such as Disaster Recovery Plans, Information Assurance, National Response Plan, Business Continuity Plans, etc., are integrated into the Department’s COOP plan? (12.a.9)
	 ___  Green  
 ___  Yellow
 _X_  Red    
	 Create a guide for development
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Internal and External Threats
While a BCP should be focused on restoring the financial institution's ability to do business, regardless of the nature of the disruption, different types of disruptions may require a variety of responses in order to resume business.  Many types of disasters impact not only the financial institution but also the surrounding community.  The human element can be unpredictable in a crisis situation, and should not be overlooked when developing a BCP.  Employees and their families could be affected as significantly as, or more significantly than, the institution.  Therefore, institution management should consider the impact such a disruption would have on personnel the institution would rely on during such a disaster.  For example, providing accommodations and services to family members of employees or ensuring that alternate work facilities are in close proximity to employee residences may make it easier for employees to implement the institution's BCP.  Also, cross-training of personnel and succession planning may be just as essential as back-up procedures addressing equipment, data, operating systems, and application software. 

This Appendix discusses three primary categories of internal and external threats: malicious activity, natural disasters, and technical disasters. 

MALICIOUS ACTIVITY 
FRAUD, THEFT, OR BLACKMAIL 
Since fraud, theft, or blackmail may be perpetrated more easily by insiders, implementation of employee awareness programs and computer security policies is essential. These threats can cause the loss, corruption, or unavailability of information, resulting in a disruption of service to customers.  Restricting access to information that may be altered or misappropriated reduces exposure.  The institution may be held liable for release of sensitive or confidential information pertaining to its customers; therefore, appropriate procedures to safeguard information are warranted. 

SABOTAGE 
Personnel should know how to handle intruders, bomb threats, and other disturbances. The locations of critical operation centers should not be publicized and the facilities should be inconspicuous. A disgruntled employee may try to sabotage facilities, equipment, or files.  Therefore, personnel policies should require the immediate removal from the premise of any employee reasonably considered a threat, and the immediate revocation of their computer and facility access privileges.  Locked doors, motion detectors, guards, and other controls that restrict physical access are important preventive measures. 

TERRORISM 
The risk of terrorism is real and adequate business continuity planning is critical for financial institutions in the event a terrorist attack occurs.  Some forms of terrorism (e.g., chemical or biological contamination) may leave facilities intact but inaccessible for extended periods of time. The earlier an attack is detected the better the opportunity for successful treatment and recovery.  Active monitoring of federal and state emergency warning systems, such as FEMA and the Center for Disease Control (CDC), should be considered. 

Terrorism is not new, but the magnitude of disruption and destruction continues to increase.  The loss of life, total destruction of facilities and equipment, and emotional and psychological trauma to employees can be devastating.  Collateral damage can result in the loss of communications, power, and access to a geographic area not directly affected. 

Terrorist attacks can range from bombings of facilities to cyber-attacks on the communication, power, or financial infrastructures.  The goal of cyber-terrorism is to disrupt the functioning of information and communications systems.  Unconventional attacks could also include the use of chemical, biological, or nuclear material.  Bio-terrorists may employ bacterial or viral agents with effects that are delayed, making prevention, response, and recovery problematic.  While the probability of a full-scale nuclear attack is remote, it is necessary to address the readiness to deal with attacks on nuclear power plants and industries using nuclear materials and for attacks initiated by means of “dirty” nuclear devices, weapons combining traditional explosives with radioactive materials. 

NATURAL DISASTERS 
FIRE 
A fire can result in loss of life, equipment, and data.  Data center personnel must know what to do in the event of a fire to minimize these risks.  Instructions and evacuation plans should be posted in prominent locations, and should include the designation of an outside meeting place so personnel can be accounted for in an emergency, and guidelines for securing or removing media, if time permits.  Fire drills should be periodically conducted to ensure personnel understand their responsibilities.  Fire alarm boxes and emergency power switches should be clearly visible and unobstructed.   

All primary and back-up facilities should be equipped with heat or smoke detectors. Ideally, these detectors should be located in the ceiling, in exhaust ducts, and under raised flooring. Detectors situated near air conditioning or intake ducts that hinder the build up of smoke may not trigger the alarm.  The emergency power shutdown should deactivate the air conditioning system.  Walls, doors, partitions, and floors should be fire-resistant. Also, the building and equipment should be grounded correctly to protect against electrical hazards.  Lightning can cause building fires, so lightning rods should be installed as appropriate. Local fire inspections can help in preparation and training. 

Given government regulations to control ozone depletion, halon fire suppression systems are being replaced with alternative fire suppressant systems.  Current systems utilize clean agents and include Inergen, FM-200, FE-13, and carbon dioxide.  Additionally, dry pipe sprinkler systems should be used, which activate upon detection of a fire and fill the pipe with water only when required, thereby minimizing the risk of water damage from burst pipes. These systems should be the staged type, where the action triggered by a fire detector permits time for operator intervention before it shuts down the power or releases fire suppressants. Personnel should know how to respond to these automatic suppression systems, as well as the location and operation of power and other shut-off valves. Waterproof covers should be located near sensitive equipment in the event that the sprinklers are activated. Hand extinguishers and floor tile pullers should be placed in easily accessible and clearly marked locations. The extent of fire protection required depends on the degree of risk an institution is willing to accept and local fire codes or regulations. 

FLOODS AND OTHER WATER DAMAGE 
A financial institution that locates an installation in or near a flood plain exposes itself to increased risk, and should take the necessary actions to manage that level of exposure. As water seeks the lowest level, critical records and equipment should be located on upper floors, if possible, to mitigate this risk.  Raised flooring or elevating the wiring and servers several inches off the floor can prevent or limit the amount of water damage.  In addition, institutions should be aware that water damage could occur from other sources such as broken water mains, windows, or sprinkler systems.  If there is a floor above the computer or equipment room, the ceiling should be sealed to prevent water damage. Water detectors should be considered as a way to provide notification of a problem. 

SEVERE WEATHER 
A disaster resulting from an earthquake, hurricane, tornado, or other severe weather typically would have its probability of occurrence defined by geographic location.  Given the random nature of these natural disasters, institutions located in an area that experiences any of these events should consider including appropriate scenarios in their business continuity planning process. In instances where early warning systems are available, management should provide procedures to be implemented prior to the disaster to minimize losses.   

AIR CONTAMINANTS 
Some disasters produce a secondary problem by polluting the air for a wide geographic area. Natural disasters such as flooding can also result in significant mold or other contamination after the water has receded.  The severity of these contaminants can impact air quality at an institution and even result in evacuation for an extended period of time. Business continuity planning should consider the possibility of air contamination and provide for evacuation plans and the shut down of HVAC systems to minimize the risks caused by the contamination.  Additionally, consideration should be given to the length of time the affected facility could be inoperable or inaccessible.   

HAZARDOUS CHEMICAL SPILL 
Some financial institutions maintain facilities close to chemical plants, railroad tracks, or major highways used to transport hazardous chemicals.  A leak or spill can result in air contamination, as described above, chemical fires, as well as other health risks. Institutions should make reasonable efforts to determine the types of chemicals being produced or transported nearby, obtain information about the risks each may pose, and take steps to mitigate such risks. 

TECHNICAL DISASTERS 
COMMUNICATIONS FAILURE 
The distributed processing environment has resulted in an increased reliance on telecommunications networks for both voice and data communications to customers, third parties, and back-up sites.  Financial institutions lacking diversity in their telecommunications infrastructures may be susceptible to single points of failure in the event a disaster affects one or more of these critical systems. 

Institutions should make efforts to identify and document potential single points of failure within their internal and external communications systems.  If arrangements are made with multiple telecommunications providers for diverse routing to achieve redundant systems in an attempt to mitigate this risk, management should, to the extent possible, identify common points of failure within these systems.  One technique is to perform an end-to-end trace of all critical or sensitive circuits to search for single points of failure such as a common switch, router, PBX, or telephone central office. 

In addition to restoring data communication lines with affiliates and vendors, restoration of communications with employees will be critical to any BCP.  As an alternative to voice landlines, institutions should consider cell phones, two-way radios, text-based pagers, corporate and public e-mail systems, and Internet-based instant messaging. Another alternative would be to register and establish a standby World Wide Web home page that is activated during a disaster and is used to communicate information and instructions to employees, customers, and/or affiliates.  Finally, depending upon individual requirements, satellite phones may be useful for communicating with key personnel. 

POWER FAILURE 
The loss of power can occur for a variety of reasons, including storms, fires, malicious acts, brownouts, and blackouts. A power failure could result in the loss of computer systems, lighting, heating and cooling systems, and security and protection systems. Additionally, power surges can occur as power is restored, and without proper planning, can cause damage to equipment.  As a means to control this risk, voltage entering the computer room should be monitored by a recording voltmeter and regulated to prevent power fluctuations. In the event of power failure, institutions should use an alternative power source, such as uninterruptible power supplies (UPS), or gasoline, kerosene, natural gas, or diesel generators.  A UPS is essentially a collection of standby batteries that provide power for a short period of time.  When selecting a UPS, an institution should make sure that it has sufficient capacity to provide ample time to shut down the system in an orderly fashion to ensure no data is lost or corrupted.  Some UPS equipment can initiate the automated shut down of systems without human intervention. 

If processing time is more critical, an organization may arrange for a generator, which will provide power to at least the mission critical equipment during extended power outages. Management should maintain an ample supply of fuel on hand and have arrangements for replenishment.  One potential advantage of natural gas is that it is supplied by pipeline, avoiding the need to truck it in and maintain it onsite.  It is important to note that if a disruption is significant enough it may result in the inability to obtain additional fuel. Further, fuel pumps and delivery systems may not be operable. 

It is also important to ensure alternative power supplies receive periodic maintenance and testing to maintain operability.  Moreover, management should discuss with local authorities the ordinances relative to location of generators, and the storage and delivery of fuel. 

EQUIPMENT AND SOFTWARE FAILURE 
Equipment and software failures may result in extended processing delays and/or implementation of BCPs for various business units depending on the severity of the failure. The performance of preventive maintenance enhances system reliability and should be extended to all supporting equipment, such as temperature and humidity control systems and alarm or detecting devices.   

TRANSPORTATION SYSTEM DISRUPTIONS 
Financial institutions should not assume regional or national transportation systems will continue to operate normally during a disruption.  Air traffic and/or trains may be halted by natural or technical disasters, malicious activity, work stoppages, or accidents. This can adversely impact cash distribution, check clearing, and relocation of staff to back-up sites. Institutions should investigate the option of using private, ground-based carriers (e.g., messenger services, trucking companies, bus companies) to ensure the continuation of these vital functions.

Benefits
[Summarize the business benefits that your company's solution provided for your customer. Focus on the quantifiable benefits, such as the dollar amount saved in training costs, the percentage increase in productivity, or the percentage increase in sales. Note that return-on-investment figures will greatly increase the impact of the case study. Identify any new capabilities and future plans that the customer has as a result of the solution.]
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Benefits
[Summarize the business benefits that your company's solution provided for your customer. Focus on the quantifiable benefits, such as the dollar amount saved in training costs, the percentage increase in productivity, or the percentage increase in sales. Note that return-on-investment figures will greatly increase the impact of the case study. Identify any new capabilities and future plans that the customer has as a result of the solution.]

Products and services your company used

[List the products and services that your company used for the solution.

Example: For an IT solution, list the server products used for the solution.
List the client operating system used for the solution.

List other desktop, e-mail, or Internet products used by the customer.

List third-party products used for the solution.
List the services your company used, such as IT business consulting and user experience engineering.]

Services provided by other groups or companies

[List any external companies that participated in the solution and what services they provided.]
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