Keeping Software Safe
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Everyone in the software industry should be aware of the importance of building
safe software. Creating a product means not only addressing customer needs,
but also security. These essential requirements should not be an afterthought;
they must be built into the product.
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But even when engineering teams follow best practices and work on incorporating security
requirements into the product, companies still see an influx of reported issues.
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Internally reported issues

FEIREH NEMERC & > THE S 58

1. The product core team is looking into an issue and discovered a security bug.
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2. Companies often use software internally before rolling it out ("dogfooding”). An issue
may be discovered during this time. There are several use cases and personas on
how the product can be used. It's impossible to cover everything in testing, so when
the product is used across various groups, people have different approaches. Internal
employees across different teams may use different personas and execute different
code paths. This mimics “real life” testing and helps identify issues that can be
addressed before the product is out in the market.

t2E. EXNBRMCHRNTZOY 7 b2 75 ERATI3ENECH S (RBE
). 20&5 cHBRERPBPCHRENRERENSGT—2ANH 5, TOERNED
ESCFERENANCODVTOHIEFRRL Y FEOCONFEL. RERBECZO
ETCEHIN—FT L L BBEENCERAAGETH S, HALIN—THERZFERT 5
BA. BB 577 0—FhEAC LAY, HRNOESHBN SHEBRINAHE


https://www.projectmanagement.com/profile/SandhyaGupta/

. ThZThEL 22XV VT zRAV. B2 51—FN22RTI5FC%5, chnlic
S THEHR CORBRERLUMCITS N TE, BERNMNTBHBCABINSHIC
FREZREY 5 C & LRI,

3. There are various security tools that do static code scans. Most of these tools need to
be configured and provide a list of issues that need to be sorted for false positives.
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4. Big companies have internal groups that are dedicated to doing penetration testing.
They use homegrown tools by security groups, or tools that are purchased for it.
Smaller companies might also employ the services of outside vendors to complete
this testing and furnish a report. All issues identified by this report are then further
scored on severity and impact.
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Externally reported issues
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These are issues that are identified by sources that are not considered company employees.
They can come from partners, customers or anyone who is using the product. All these issues
should be carefully evaluated, reproduced, scored and fixed. There should be a mechanism in
place for how the fix will be distributed to consumers. Teams are involved in not only fixing it, but
also documenting the issue and its effects.
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Backport
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Software can have many versions. Once a security issue is identified, the company may have to
backport the fix to other supported versions. This is a very tedious process. The issue needs to
be reproduced for all supported versions, then fixed and tested to ensure that it's correct in each
version (and that there are no regressions). Ideally, this test case should be added to the existing
test plan; an automated test should preferably be created.
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Support/TAM
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Any teams working directly with the customer should also be made aware of the issue and its fix.
There should be a clear understanding of the details of the security issue, the fix that was
released and the core use cases that were affected. Support should proactively identify
customers that were impacted and do outreach. They should ensure that the issue is
documented and that customers are aware of the issue and the fix.
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Technical account managers work with customers who have paid extra for the services (or with
big accounts that warrant a single point of contact). These teams will also work to ensure that the
fix is available to the customer and that it is applied. They also look into any specific concerns

that the customer may have. If the customer has done any customization, they work with them to
ensure that the fix does not break custom code.
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Documentation
p &2 4

A knowledge base article should be created. It should list details, be self-explanatory and
reference the release/hotfix/patch.
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Community
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If there are any public-facing platforms or communities created, a blog should be created,
followed by answers to questions posted.
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